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U.S. Army Cyber Command, DARPA evaluate advanced cyber threat detection technologies
Joint activities through the Constellation program accelerate maturation of tactical and strategic
cyber capabilities
Fort Belvoir, Virginia, October 25, 2024 saw DARPA, U.S. Army Cyber Command Technical Warfare Center, and Project Manager-Defensive Cyber Operations conduct an operational test and evaluation of a new program that assesses cutting-edge cyber threat detection capabilities.
The test successfully demonstrated the Cyber Analytics for Network Defense and Response Options (CANDOR) platform’s ability to deploy within an operational test environment. Developers were able to detect and analyze malicious activity – a critical milestone in validating the platform’s readiness as an operational capability before deploying to a production environment.
CANDOR leverages technology for containerization – a software deployment process that bundles an application’s code with all the files and libraries it needs to run on any infrastructure. The containerization enabled seamless integration and scalability in diverse infrastructures, including on-premises data centers and cloud-based platforms. CANDOR’s containerized architecture also translated to rapid deployment, easy updates, and consistent performance. All these characteristics will ensure that software can quickly adapt to changing security requirements and operational demands in the future.
“This test proved CANDOR’s high flexibility and adaptability as an innovative solution designed for deployment across multiple environments,” said LTC Nate Bastian, the DARPA program manager for CANDOR. “Given Constellation’s objective to accelerate the transition of research and development to capability delivery, we were able to drastically shorten the design, development, and testing of CANDOR from months to weeks with consistent user integration with ARCYBER.”
CANDOR is a project within the Constellation program, a joint effort between DARPA and U.S. Cyber Command to expedite cyber technologies’ delivery from laboratory development to the cyber battlefield. Ultimately, CANDOR aims to provide cyber operators enhanced network monitoring and automated threat hunting.
Earlier this year, DARPA and U.S. Cyber Command executed a new binding agreement establishing the joint governance structure, roles, responsibilities, and budgeting goals to enable future planning. CANDOR is one of six efforts currently underway within Constellation. n
A micron is a mile…
How critical is precision for EO/IR systems for military applications?
Being just barely a hair off is nowhere near good enough when it comes to precision optics.
An aberration – only 1/25th as broad as a human hair, caused during production – prevented the Hubble telescope from delivering razor-sharp imagery to NASA.1 Shuttle astronauts fixed the problem with a corrective optic in 1993.
“If you were to take a pair of glasses and shift them an inch either way, you’re going to see aberrations,” said Kristy Dalzell, associate director of engineering for Raytheon ELCAN, an RTX subsidiary. “That’s why you want to look through the centre of that lens. As you get into precision optics, the optical axis, which is an imaginary line right through the middle of the system, needs to be as close to the centre as possible to minimize aberrations. Say we are looking through a telescope, which may have 5 to 6 elements inside it, if some of those elements are not centered correctly, it’s not going to work properly.”
This level of precision is important in everything the company does. From optics for aircraft head-up displays and imaging systems for land vehicles, to missile seekers and satellites, this alignment is critical for performance. The company doesn’t get a second chance to get it right.
“It’s not like we can look at the system and say, ‘Oh, there’s your 20 microns right there. That’s what moved,’” said Anthony De Aguiar, senior supervisor, design engineering at Raytheon ELCAN. “No, we have to follow a pretty rigorous process of elimination of what we think could be moving, what could be out of alignment, and then troubleshoot from there. We call this troubleshooting process ‘chasing microns.’”
Raytheon ELCAN knows that microns matter when it comes to their optical systems. That’s why the company invests in partnerships and in research and development to improve the precision of its optical systems so that it can help customers see better and farther, even from miles above the Earth.
The measure of performance
A common unit of measurement in optics is the micron – one millionth of a metre. Five microns is about 1/20th the thickness of a sheet of paper. In high precision optical systems, even a few tiny microns can make an enormous difference – a micron is a mile.
“The optics we’re designing need to see as far as they can,” said Dalzell. “They need to resolve the smallest features so customers can identify and recognize them. So in terms of optics, we need precision mounting and alignment down to tolerances of five microns or less.”
To achieve this level of precision, Raytheon ELCAN invests in machinery, technology and training to press the advantage. For example, Raytheon ELCAN developed a proprietary process called post-centreing that leverages optical techniques to achieve high-precision tolerances; it capitalizes on costs, because it is cheaper to cut metal than glass. Optical elements are set into a mechanical mount, then the mount is precision cut rather than the optic, which delivers higher resolution at a lower cost.
“Our customers come to us because we do the hard stuff,” said David Taylor, senior manager program management at Raytheon ELCAN. “We look at problems differently and deliver disruptive technology.”
All together better
Having all the capabilities under one roof, known as vertical integration, enables Raytheon ELCAN to design, manufacture and test full assemblies from concepts, specifications or build-to-print for critical sub-systems and assemblies.
“It’s a strategic and competitive advantage to having an integrated approach; we can precisely assemble glass and metal together, and test the performance” Dalzell said. “We can choose where to put the precision, to the micron-level, between the glass and metal in manufacturing, mounting and alignment. Those microns matter, and being able to have design, engineering and manufacturing working together in one place is critical.” n
For more information visit: www.rtx.com/ELCAN
1. https://science.nasa.gov/mission/hubble/observatory/design/optics/hubbles-mirror-flaw/
Army closes out 2024 Network Modernization Experimentation
The Army concluded its annual Network Modernization Experiment, known as NetModX, as scientists and engineers assessed about 60 technologies over nine weeks in support of the service’s top continuous transformation priority.
Across varying terrain of three locations in New Jersey and Maryland, the Army’s C5ISR Center joined programs of record, industry partners and academia for field experimentation in operationally realistic environments. The C5ISR Center is an element of the Combat Capabilities Development Command.
NetModX incorporates a broad spectrum of expertise, with dozens of subject-matter experts spread across test ranges in the New Jersey pine barrens, combat-vehicle integration sites, and computer labs. Experimenting with the Army’s Network is a critical step to advance C5ISR technologies for soldiers across the battlefield, according to NetModX lead strategic planner Joe Saldiveri.
“The sixth year of NetModX enables our SMEs to gain insights in technology development outside of a lab as the Army prioritizes agile and adaptive command and control architecture,” Saldiveri said.
As Army command posts require the ability to quickly disperse on the battlefield, C5ISR Center subject-matter experts are focused on science and technology that enables on-the-move command and control. The Mobile and Survivable Command Post, known as MASCP, project is developing and integrating tactical communications, computing infrastructure, power and environmental signature awareness into systems to create resilient capabilities, said RJ Regars, the program’s experimentation lead.
“For NetModX 24, C5ISR Center integrated 22 technologies into Strykers and Humvees to address the command-post challenges the Army is facing,” Regars said. “The experimentation allows our team with a broad range of expertise to take a holistic view in developing solutions for soldiers.”
The C5ISR Center incorporated its expertise in logistics modernization through its work with I Corps to introduce the new Tactical Readiness Asset Key-Terrain Reconstitution toolkit using a Soldier’s Nett Warrior device, said C5ISR Center engineer Matt Costanzi.
“The Predictive Logistics program improves soldier capabilities for near real-time in-transit visibility and digital commodity chain of custody tracking, replacing legacy manual systems,” he said. “Experimentation at NetModX continues to advance the technology with a goal to enable artificial intelligence-enabled common operating pictures providing enhanced course of action recommendations for Army commanders.”
The Center is partnering with industry and academia to research commercial 5G technology to provide a high-bandwidth, low-latency communications network for the distributed command post, according to electronics engineer Mike Piesen.
“By leveraging commercial standards, tactical communication networks can close the gap between industry and military technology. The Army is using NetModX to identify 5G’s interoperability opportunities with legacy systems, study integration challenges to shape development and drive future technology acquisition decisions,” Piesen said.
Senior Army leadership continues to emphasize the critical nature of the Network. Under Secretary of the Army Gabe Camarillo said during the AUSA 2024 Accelerating C2 and Network Innovation Fireside Chat in October that recent Army Futures Command experimentation, including events involving commercially available technology, has been successful in demonstrating capabilities to soldiers.
“Whether it’s been Project Convergence last year, NetModX, and some of the other experimentation that AFC has hosted, it’s been great,” Camarillo said.
The Center will continue to seek new technologies from industry for experimentation with an announcement posted to sam.gov anticipated in November 2024. n
The C5ISR Center is the Army’s applied research and advanced technology development center for C5ISR capabilities. As the Army’s primary integrator of C5ISR technologies and systems, the center develops and matures capabilities that support all six Army modernization priorities, enabling information dominance and tactical overmatch for the joint warfighter.
The C5ISR Center is an element of the U.S. Army Combat Capabilities Development Command. Through collaboration across the command’s core technical competencies, DEVCOM leads in the discovery, development and delivery of the technology-based capabilities required to make Soldiers more lethal to win our nation’s wars and come home safely. DEVCOM is a major subordinate command of the U.S. Army Futures Command.
By Dan Lafontaine, DEVCOM C5ISR Center Public Affairs
Designing Defence’s next generation multi-satellite system
Dstl scientific expertise and advice is at the heart of the Ministry of Defence’s ambitions in space
Scientists from the Defence Science and Technology Laboratory (Dstl) are at the forefront of designing and developing Defence’s next generation satellite constellation – a system that will bring giant leaps in operational advantage to the armed forces.
We have developed new collaborative ways of working with both Space Command and Defence Equipment and Support (DE&S) to deliver the next generation multi-satellite system to support greater global surveillance and intelligence for military operations – known as the ISTARI programme.
ISTARI will cost £968 million and involves the development of a constellation (group) of satellites to deliver global intelligence, surveillance and reconnaissance and to send data and information rapidly to decision makers across the globe. A series of operational capability demonstrator missions will first be carried out to test the concept.
Dstl is leading the initial constellation design and development. Using our evidence-based decision-making and systems engineering we are working with DE&S to jointly deliver the missions and bring them into service for Space Command.
Taking a multi-disciplinary approach enables more rapid decision-making and sharing of best practice across technical, programmatic and operational disciplines. It enables defence to ask the right questions and make the right decisions to develop and deliver capability effectively and efficiently.
Tyche: MOD’s first sovereign Intelligence Surveillance and Reconnaissance (ISR) satellite
Space Command’s first satellite, Tyche, launched in August aboard SpaceX Falcon 9. Dstl provided technical assurance to Tyche, which was built by UK industry.
Tyche is an electro-optical imaging satellite capable of collecting images of the ground, and short image sequences of ground locations, to detect moving objects. It also possesses an additional on-board processor for immediate processing of data collected, including the ability to upload Artificial Intelligence and Machine Learning algorithms for data reduction.
Tyche will be able to communicate with commercial data relays in geostationary orbit to reduce data latency and increase opportunities for tasking.
A key aspect to the experimentation Tyche will deliver will be the opportunity to demonstrate how the satellite interfaces with the wider emerging MOD space architecture.
Goonhilly Earth Station:
new communications ground stations in Cornwall
Dstl is also building on the existing ground facilities to enhance space operations. In conjunction with the National Security Strategic Investment Fund (NSSIF), 2 new remote ground stations have been installed at Goonhilly Earth Station (GES) in Cornwall to expand Dstl’s space-to-ground capability and enable increase experimentation.
The powerful 3.9m Safran Legion antennas, to be operated by Dstl, complement Dstl’s Hermes ground station and will track satellites and download Intelligence Surveillance and Reconnaissance (ISR) data – vital to demonstrating the ISTARI concept.
Dstl is also working with Goonhilly to tailor and assess the suitability of an open standard for booking and scheduling of remote ground terminals within a network; this will broker access between multiple end users.
Dstl’s in-house expertise is vital to these missions as we help build Defence’s next generation space capability, which will be vital to ensure operational advantage on the frontline. n
Piedrafita: Innovation in mobility and protection for armoured vehicles
The European defence industry is engaged in a new era of technological advances aimed at improving the mobility and protection of armoured vehicles. One of the key players in this landscape is Piedrafita, a Spanish company that is developing an innovative suspension technology with a focus on improving the performance of armoured platforms. This development is part of the European project SRB (Hydro-pneumatic Rotary Suspension for Armoured Vehicles), within the EDIDP programme (European Defence Industrial Development Programme), which aims to boost the European Union’s industrial and technological capabilities in the field of defence.
Piedrafita is at the forefront of this project, contributing its advanced rotary hydro-pneumatic suspension systems, which not only offer significant improvements in terms of mobility, but are also designed to withstand the most extreme conditions, reducing operating costs and improving the maintainability of armoured vehicles. We explore the details of the technology developed by Piedrafita, its key features and its impact on the future of European defence.
Rotary technology: Innovation in armoured vehicle suspensions
The rotary hydro-pneumatic suspension system being developed by Piedrafita represents a significant advance in armoured vehicle engineering. The key feature of this technology is its fully rotary design, which means that both the hydro-pneumatic spring element and the hydraulic damper are operated by rotary mechanisms. This provides control of the suspension’s progressivity throughout the vehicle’s travel, which significantly improves its behaviour in rough terrain.
The increased effective suspension travel compared to current solutions is one of the most notable improvements. This allows vehicles equipped with this system to offer greater mobility, improving both their ability to overcome obstacles and their performance in extreme environments. In addition, the suspension can be equipped with a height adjustment system, offering flexibility according to the operational needs of the vehicle.
Digital control and predictive maintenance
One of the most innovative aspects of Piedrafita’s suspension system is its ability to integrate digital control, which facilitates predictive maintenance tasks. Through the Digital Suspension Controller (DSC), operators can monitor in real time key parameters such as system pressure and temperature, as well as vehicle chain tension in the case of tracked armoured vehicles.
This continuous monitoring capability not only improves vehicle safety, but also allows operators to anticipate potential failures and make adjustments before they become serious problems. This reduces downtime and maintenance costs, resulting in increased operational availability.
Supporting Capabilities: A European-made system
Another key feature of Piedrafita’s technology is that it is entirely manufactured in the European Union, which guarantees its independence from foreign regulations such as the ITAR (International Traffic in Arms Regulations of the United States). This approach not only ensures that the system meets European quality and safety standards, but also provides a more cost-effective solution compared to other alternatives on the market.
In addition, the system has been designed to perform well in a wide range of temperatures and under extreme conditions, making it ideal for missions in demanding environments such as deserts or arctic climates. This level of robustness ensures that the armoured vehicles can operate effectively in any type of mission, regardless of the environment.
Interoperability and adaptability
Interoperability is another pillar of Piedrafita’s innovation. The suspension system is compatible with different platform shapes, which means that it can be adapted to armoured vehicles of different configurations with minimal specific modifications. In addition, it is adaptable to vehicles of different weight categories, making it a versatile solution for different types of armoured vehicles, from light to the heaviest.
This modular and adaptable approach allows armoured vehicle manufacturers to integrate Piedrafita’s technology without the need to completely redesign the undercarriage or vehicle structure, reducing both development costs and implementation times.
Missions and operations:
Performance under extreme conditions
The system’s ability to operate in harsh environments and under extreme conditions is one of the aspects that makes it ideal for military vehicles. Armoured vehicles equipped with this technology are able to operate with optimal performance in difficult terrain conditions, from rocky surfaces to deep mud, and in extreme temperatures, whether in the scorching heat of the desert or in arctic climates.
In addition, the suspension system is designed to be easily replaceable, making it easy to maintain in the field and minimising downtime during missions. Its symmetrical design also allows the system to be installed on both sides of the vehicle with minimal alterations, increasing its versatility and reducing the need for specific parts for each side of the armoured vehicle.
Logistics: An efficient and maintenance-free system
One of the main logistical benefits of the Piedrafita suspension system is its self-contained, maintenance-free nature throughout the expected life of the vehicle. This means that operators will not have to worry about component wear and tear during extended missions or in environments where access to regular maintenance is limited.
This maintenance-free approach not only reduces operating costs, but also increases the availability of the vehicles in the field, allowing them to be operational for longer without the need to stop for overhauls.
User experience: Improved mobility and availability
When it comes to user experience, vehicles equipped with Piedrafita’s technology will offer enhanced mobility and availability. The rotary hydro-pneumatic suspension provides a smoother and more stable ride, improving both operator comfort and vehicle efficiency in complex missions.
In addition, the system is designed to maintain a constant characteristic across the entire temperature range, ensuring predictable and reliable performance regardless of weather conditions.
Conclusion
Piedrafita’s hydro-pneumatic rotary suspension system represents a major breakthrough in armoured vehicle engineering, combining technological innovation, logistical efficiency and operational versatility. Through its participation in the SRB project and the EDIDP programme, Piedrafita is helping to define the future of European armoured platforms, offering solutions that improve both mobility and mission-critical vehicle protection.
With a focus on sustainability, interoperability and cost reduction, this system is set to play a key role in the development of the next generation of armoured vehicles, ensuring that European armed forces have the best technological tools to operate successfully in any environment. n
For further information: piedrafita.com
Project Olympus forges critical digital pathways to enable interoperability
By Joseph Clark and Army Maj. Wes Shinego
The Defense Department is moving rapidly toward the future of warfare in which decision advantage will reign as the decisive factor in deterring conflict, and when needed, defeating adversaries.
Military leaders have long recognized the imperative to maintain the information edge in an increasingly complex and distributed global security landscape.
Earlier this year, DOD announced it had reached a minimum viable capability of Combined Joint All Domain Command and Control, the department’s approach to providing material and nonmaterial solutions to arm front line commanders with rapid access to actionable battlefield information across all warfighting domains and throughout the globe.
The capability represents not only a force multiplier for the Joint Force but will also provide the foundation for ever increasing interoperability between the U.S. and global network of allies and partners.
That ability to work seamlessly across warfighting domains and theaters with a range of partners is key to maintaining the United States’ enduring strength around the globe. It remains a prime focus among military leaders that shape how the U.S. plans, trains and fights.
But achieving the reality of seamless integration for CJADC2 between the U.S. and its broad range of partners is not without its challenges.
Disparate technologies among forces along with policy hurdles have presented a perennial challenge for integrating partner nations onto a single network.
Project Olympus, a Joint Staff J-6-led initiative, is working to solve these challenges through digital transformation initiatives that synchronize current warfighting capabilities and enhanced security frameworks that manage access to data at the end-user level.
“Project Olympus is a concept that was formed in the Joint Staff based on lessons learned from previous events that we’ve done with capabilities employing new technology, such as zero trust and data centric security which is really focused on access control to data based on specific attributes to somebody’s identity,” said Fred Stanley, the Coalition Interoperability Division Chief within the Joint Staff Deputy Directorate for Command, Control, Communications and Computer (C4)/ Cyber Integration.
Members of Project Olympus work alongside international partners to test, develop and integrate capabilities critical to CJADC2 through iterative experiments and demonstrations.
Over the past couple of years, Project Olympus participated in a series of demonstrations and events involving a range of participants including U.S. Central Command, U.S. Transportation Command Joint Communications Support Element and partner forces from the U.K., among others.
This year, Project Olympus is focused on implementing its first-ever mission partner environment architecture on a live network that will support a U.K.-led maritime mission spanning multiple U.S. combatant commands and involving 16 international partners.
The new security frameworks being demonstrated as part of Project Olympus move the U.S. and partner forces beyond traditional network security methods, allowing for agile and targeted access to critical information on an integrated network.
“We’ve historically looked at security as the antithesis for information sharing,” said Jim Knight, the U.K. lead for Project Olympus during a demonstration last month. “The security folks come in and want to sort of clamp down. With zero trust and data centric security, they are security mechanisms, but they are enabling information sharing.”
“I think that’s a key focus point,” he said. “For the first time, we’re getting that balance right in terms of applying more security. And by applying more security, we’re getting greater information sharing.”
Knight said what Project Olympus is demonstrating goes beyond technology.
“It’s a paradigm shift,” he said. “We’re moving from not only securing our networks at the boundary, having high castle walls... but we’re also applying security and information sharing to individual data objects.”
Project Olympus’ success is forged through consistent test and evaluation of capabilities in complex scenarios involving a dynamic array of capabilities and partner forces.
In October, members of Project Olympus took part in the latest iteration of Bold Quest — a Joint Staff-sponsored multinational demonstration and assessment that provides a proving ground for new technology and warfighting concepts.
During the demonstration, hosted at Camp Lejeune, North Carolina, military participants and observers from allied and partner nations gathered to evaluate technical and procedural means of working together across strategic, operational and tactical levels in all domains.
This approach expedites learning and adaptation. By regularly collaborating, coalition partners can identify and address gaps in technology and policy before they create critical risk in real-world crises.
“Interoperability is crucial long before a crisis takes place. Waiting for a crisis to bring partners together is unacceptable,” Stanley said, adding that “we need to be able to bring our partners in at the ground floor.”
Demonstrations like Bold Quest underscore the importance of iterative demonstrations and assessments to push boundaries and foster a culture of true interoperability.
“We have to keep doing exercises or events, not once a year but multiple times, to continue pushing the boundary,” said Army Chief Warrant Officer 2 Andrew Cavanagh, a Project Olympus representative from U.S. Transcom’s Joint Communications Support Element.
That same sense of a need to continually innovate resonates throughout the department.
Last year, in a keynote address titled “The Urgency to Innovate,” Deputy Defense Secretary Kathleen Hicks spoke to cloud computing’s necessity in implementing CJADC2.
She said digital foundations, like those being developed by Project Olympus, are helping realize Combined Joint All Domain Command and Control.
“This is not a platform or single system that we’re buying,” Hicks said. “It’s a whole set of concepts, technologies, policies, and talent that’s advancing … command and control.” n
Mission Critical Connections.
A short story about life-saving connectors
The sound of boots hitting the metal floor echoed across the hangar as Alpha Team assembled for their mission briefing. The air was charged with tension; this was no routine patrol. The objective was clear: reach a Forward Operating Base (FOB) in contested territory, replace critical hardware in the surveillance network, reboot the system and return to base without unnecessary exposure to enemy fire.
Mission Briefing and Vehicle Preparation
with Auto-Docking
Captain Reynolds stood in front of the tactical operations screen, pointing to a grid map.
“Intel suggests enemy movement in this sector. Our surveillance grid is partially down. Your job is to fix it,” he said, his voice steady. “You’ll retrofit the module into the surveillance system at FOB Echo. Timing is everything. We expect you in and out within 20 minutes.”
Specialist Carter, the team’s communications technician, nodded. She knew that every second counted. As the team dispersed to gear up, Carter headed to the maintenance bay where the team’s MRAP (Mine-Resistant Ambush Protected) vehicle was being prepped.
In the bay, Carter inspected the modular interface of an ODU connector with precision. This advanced MAC Silver-Line connector, enabling automatic docking was critical to ensuring seamless integration of mission modules. She carefully aligned the new surveillance module to the connector, relying on its self-guiding pins to secure the alignment. With a swift push and click, the system locked into place. The tactile feedback assured her that the connection was secure.
“These ODU connectors are a lifesaver,” she muttered. “No manual screwing, no room for misalignment. Just plug, lock and go.”
The vehicle’s communications systems were next. Each radio unit was outfitted with multiple ruggedized ODU connectors capable of handling uncompromised radio signals and the power needed. Carter ran her standard pre-mission checks, thankful for all the Series T connectors which reminded her of the standard 38999 circulars she had handled so many times before. But these new connections made all smoother. Better haptics and mating, while maintaining a smaller footprint and saving a bit of weight as well. But her favourite part was being able to swap bent contacts without carrying any special tools for dis- and reassembling the connector if needed.
“Radio check, channel three,” she said, watching the signal strength bars stabilize. “Comms are green. Let’s roll.”
The Journey Through Hostile Terrain
The MRAP rumbled to life, its diesel engine growling as the team moved out. The terrain was unforgiving: jagged rocks, deep ruts and dense foliage battered the vehicle as it advanced. Inside, the team was calm. The hardened ODU connectors ensured that the vehicle’s communication and surveillance systems functioned flawlessly despite the vibrations and shocks.
Carter glanced at the monitor displaying feed from the vehicle-mounted cameras. The data streamed seamlessly through the fibre-optic ODU connectors. Unlike traditional connectors, these had a robust design that minimized data loss even under high-stress conditions. Thanks to the advanced lens-based system, there was no need of cleaning them each and every time they got unplugged.
“Good thing these don’t budge,” she thought. “I’ve seen lesser connectors fail under this kind of abuse.”
Arrival at the FOB: Swift and Secure Installation
The MRAP screeched to a halt at FOB Echo. The team quickly disembarked, taking defensive positions. Carter sprinted to the surveillance hub, her tool kit slung across her shoulder. The hub’s outdated hardware had to be removed first. She disconnected the old module, disengaging its connections with a single, well-trained motion.
She reached for the replacement module, fitted with state-of-the-art ODU connectors. These connectors utilized a push-pull locking mechanism, ensuring swift and secure installation. As Carter aligned the module, she felt the connectors snap into place, their Fullmate Indicators and haptic feedback signalling a successful connection.
Before she could finish, the sharp crack of gunfire rang out. The team was under attack.
“Contact left!” shouted Sergeant Porter. The MRAP’s gunner returned fire, the vehicle rocking under the force of the mounted machine gun’s recoil. Inside the vehicle, the ODU connectors on the communications system absorbed the shock, ensuring that the team’s comms stayed online. Carter continued her work, shielded by the hub’s reinforced walls.
The final step was restarting the surveillance system. She activated the restart sequence and watched the system come back online.
“System rebooted,” she reported. “We’re good to go.”
Extraction and Return Thanks to Steady Connections
With the mission accomplished, the team regrouped and boarded the MRAP. The vehicle peeled out of the FOB, kicking up dust as it sped back toward the safety of the base. The seamless integration of the ODU connectors allowed the surveillance system to transmit real-time data to HQ.
As they crossed the rugged terrain, Carter performed a quick system check. Every connection held steady. Back at the base, she gave the connectors a final inspection.
“Still rock solid,” she said, giving the connectors a satisfied nod. “These things don’t quit.”
Reliable ODU Connectors
The mission was a success, thanks in no small part to the reliability of ODU connectors. From the modular design that allowed rapid equipment changes to their resilience under fire, the connectors demonstrated their value at every step. For soldiers in the field, where every second counts and every connection matters, the difference between failure and success is often as small as the click of a connector. ODU provides special interconnect solutions for demanding applications. From modular connectors to miniaturized circular solutions the German manufacturer provides complete system solutions. n
For more information:
odu-connectors.com/industries/military
Scottish Gunners showcase modernised artillery power in Finland
The frozen lakes and snow-dusted Scots Pine trees of Rovaniemi are more than a hint this Finnish city lies within the cusp of the Arctic Circle.
But the presence of the Scottish Gunners of 19th Regiment Royal Artillery (19 Regt RA) in Lapland speaks to more of a NATO military gathering in northern Finland than a weather event.
This is Exercise Dynamic Front which presented an opportunity for the British Army to fire the new Archer 155mm artillery gun for the first time on a tactical exercise.
Additionally, soldiers from 5th Regiment Royal Artillery (5 Regt RA) have employed the new Taipan weapon-locating radar system for the first time, in tandem with the Archer.
Major David Mortimer, Second in Command of 19 Regt RA, said: “This is a fantastic opportunity to showcase our modernised artillery capability in front of all our NATO partners and alongside their guns, like the French Caesar, the Swedish Archer, the Finnish K9 and the American MLRS (multi-launch rocket systems).
“One of the key things we want to try and practise is getting the find and strike elements of Taipan and Archer in sync, which then reduces the time it takes to make an acquisition with the radar and engage with MLRS and Archer. This reduces the kill chain, therefore increasing our lethality within our find-and-strike system. This is the first time Taipan will be used in this kind of environment and the first time Archer will be fired tactically on an exercise.”
19 Regt RA (The Scottish Gunners) currently supports 12 Mechanised Brigade in the armoured field artillery role and has fire support teams mounted in Warrior Mechanised Artillery Observation Vehicles equipped with MSTAR (Man-portable Surveillance and Target Requisition Radar).
The regiment’s three gun batteries are equipped with the Archer and 19 Regt RA make up the lion’s share of the 250 British Army troops in Finland, with soldiers from 5 Regt RA operating the Taipan and 26th Regiment Royal Artillery also in support with the MLRS.
Major Mortimer said: “We arrived amid a snowstorm with temperatures as low as minus 15 degrees and it was quite a culture shock to a lot of our personnel to be up here in quite testing conditions. Even though it’s warmed up a bit, it’s still been quite challenging, but we addressed those challenges before deploying by completing the cold-weather operator course and some snow and ice driver training. Since being out here we’ve been assisted by Arctic warfare instructors, both from the UK and also the Finnish Jaeger Brigade, to help us learn some techniques to survive the cold and we have all our usual cold-weather kit and additional Carinthia cold-weather kit.”
19 Regt RA is a close-support artillery regiment which can fire long range in support of infantry and cavalry battlegroups and part of the 1st Deep Reconnaissance Strike Brigade Combat Team.
Major Mortimer added: “The Archer represents a switch from a tracked self-propelled gun to a wheeled self-propelled gun and rather than using, what we would call, dumb high-explosive rounds. The future is about firing smart munitions which increases our lethality with anti-armour munitions and extended-range munitions. It’s very exciting to be firing Archer for the first time here in Finland, along with the first Taipan live acquisitions here on Exercise Dynamic Front. It shows our NATO partners we’re a modernising artillery and continually advancing. This is a fantastic opportunity for our regiment for so many reasons, including being more expeditionary and enables us to go through the full deployment process, mounting through the air and ship component.”
Following the granting-in-kind of 32 AS90 self-propelled guns to Ukraine, Archer was procured from the Swedish Government as an interim solution for the gap created in the Army’s 155mm Close Support capability.
“Archer has been introduced very quickly,” said Major Mortimer. Our first train the trainer instructors were deployed out to Sweden in late 2023 to learn and then cascade their knowledge to our batteries in the first half of 2024 and it’s incredible that, alongside that training progress, we’re now ready to put this equipment into use so quickly.”
Exercise Dynamic Front has been organised by the United States Army’s 56th Artillery Command, but this is Finland’s first time hosting a military training exercise of this size since joining NATO in 2023, with more than 5,000 troops from across 28 allies, all collaborating on joint live fires utilising 130 different weapon systems.
Colonel Janne Makitalo, the Finnish Exercise Director: “We are very eager to learn through this exercise and it’s the first time we’ve had these kinds of assets here, including the Archer and the Taipan, so it’s very interesting to see how they connect and then direct the fire. The Archer is very impressive and can change firing positions in a very fast manner and the range of the cannon is very good. This obviously adds much more firepower on the Finnish terrain, which is not very well known to foreign units and it offers a terrific experience. Our soldiers very much enjoy engaging with our allies and it’s not just about using English, because every soldier here is an artillery expert and there’s a common understanding within that alone. There is much interest in comparing our skills. The British fire units usually exercise in much different surroundings, so the Rovajarvi terrain provides a very special learning experience. We’re a little bit north of the Arctic Circle and this training area is about 1,200sq km, which is our biggest in Finland. The shape of our range allows us to change the firing positions and exercise artillery tactics and we have lots of target areas. We are very proud to host this exercise. When we are very close to zero it’s very difficult to keep your feet dry, so it’s better to be minus 20 degrees.”
The British Army troops share the same base location in Finland as the French Army’s 93rd Mountain Artillery Regiment (93 MAR).
Lieutenant-Colonel Guillarme Faivre, Chief of Staff and Acting Commander of 93 MAR, said: “We come from the south east of France, in Grenoble, near the Alps, and we are a specialised mountain regiment dedicated to intervene in harsh conditions. Our Caesar is very similar to the Archer and allows us to synchronise the way we work through our procedures in order to support each other. We’re used to working with the Brits and have worked together on Operation Cabrit before and we enjoy our strong relationship and the professionalism between our nations. Our goals have been to deal with the logistic challenge, then it’s about operating together in very harsh conditions with a different type of ground and landscape. We are stronger together and work to our common values and goals. We don’t speak the same language everyday, but we love our freedom and our values.” n
New tanks arrive in Townsville
Captain Brittany Evans, Public Affairs Officer, Australian Army
Just three months after arriving on Australia shores, the first of the newly acquired M1A2 system enhanced program v3 (SEP v3) main battle tanks
have been rolled out to 3rd Brigade.
The 2nd Cavalry Regiment received four out of the regiment’s assigned 14 tanks on November 14, with the rest to be delivered by the end of 2025.
The new tanks are essential for the Army’s combined arms fighting system and will enable land forces to control key strategic positions.
Officer Commanding C Squadron Major Trent Lam said the new tank had increased firepower protection and mobility when compared to the M1A1 Abrams main battle tank.
“It has the ability to employ its weapon systems to a greater degree and provides additional weapon systems that can now fire on the move,” Major Lam said.
“It’s sort of a new-car feeling; a new piece of equipment, which we can now use on exercise.”
The tank also features a commander’s independent thermal viewer and improved situation awareness systems that provide the crew with enhanced visibility and threat detection.
“This enables both the commander and gunner to be looking in two separate locations,” Major Lam said.
It is also equipped with advanced fire control systems, including a digital ballistic computer, laser range finder and thermal imaging sights, allowing for effective targeting and engagement of enemy.
“The regiment now has additional ability to identify targets and then prosecute those targets in support of 3rd Brigade’s mission,” Major Lam said.
Major Lam said the tank’s capabilities made it a formidable asset on the battlefield, effectively combining fire power, protections and mobility.
“We’re feeling really positive. It’s sort of a new-car feeling; a new piece of equipment, which we can now use on exercise,” he said.
The tanks will be incorporated in field training early in the new year. n
New wireless intercom solution to improve team communication and mobility
Clear, consistent communication is vital in any military scenario. Any breakdown in communication poses a risk for the individual and the team. A typical point of weakness is transitions between ground and vehicle-based operations and around noisy platforms, where communication is challenging yet critical for effective operations.
Traditionally, these challenges lead to a lot of shouting, additional coordination and disconnection from one comms system and reconnection to another. More recently, developments by tactical communications experts such as INVISIO meant the same systems could be used but there would still be a need to disconnect or reconnect cabling when mounting or dismounting from a vehicle. Again, creating a gap in comms – albeit a smaller one – as well as limiting mobility to a certain extent for users in the field.
Now, however, INVISIO has gone one step further in eliminating these gaps thanks to the addition of wireless comms capability to its intercom system, providing unlimited mobility in the field whilst maintaining unrivalled situational awareness.
The wireless solution, INVISIO Link™, is due for release in 2025 and augments the INVISIO Intercom system by bridging the gap between dismounted and mounted users through seamless wireless communications.
INVISIO Link™ adds a dongle to INVISIO’s existing body worn kit along with a base station to the INVISIO Intercom System. By doing so it can provide seamless transitions between different scenarios without the need to disconnect or reconnect complex cabling.
Unlimited mobility
The system essentially provides users with free mobility, ensuring gaps in communication when transitioning or working in and around military vehicles are kept to a minimum, in turn maximising situational awareness and reducing impacts on safety in dangerous environments.
Once INVISIO Link™ has been paired to the intercom system it auto-connects, reducing workload and stress on users and ensuring dynamic comms in the field. Without making any compromises, the ability for tailored connectivity is replicated to the wireless intercom solution. This allows the creation of groups for further ease of use during complex missions and scenarios.
Each user can have a tailored setup with regards to which radios to hear and access and can operate 4 radios in addition to the intercom group communication.
In real life it means that a person can stand on the back deck of a boat talking to the coxswain controlling the ship and to the helicopter above via the tactical radio on the boat.
Another scenario could be that a medic and casualty can have a closed loop conversation without hearing what is being relayed on the radio.
Uncompromised quality
The advanced nature of INVISIO’s systems means that while wireless comms often come with concerns around audio quality, the new INVISIO Link™ provides speech intelligibility and audio quality on the same level of clarity as their wired system. It also provides strong connectivity – even when in challenging environments and when operating in military vehicles travelling in extreme environments and on hazardous terrain. On top of this, AES 256 encryption ensures the system remains secure, and detectability can be adjusted thanks to adjustable transmitting power, meaning it is also flexible.
Size, weight and power (SWaP) continue to be key requirements of any equipment on the battlefield – both for mounted and dismounted soldiers. INVISIO’s new wireless solution is unparalleled in size and weight. The body-worn INVISIO Link™ dongle weighs just 80g and can be mounted anywhere on the body. Weighing just 270g and measuring 78 x 100 x 30mm, the INVISIO Link™ station has a small footprint that means it is easy to install. It also has the option of an external antenna for specially challenging RF installations.
INVISIO Link™ follows the launch of the INVISIO Control App which allows users to tailor their communications to each specific mission either ahead of the mission or on the go. Available as a Windows app or as an API that can be integrated into existing systems, such as navigation or battle management systems, its interface gives users an overview of communication at all times, and the ability to control and adjust access rights and change audio settings.
Jacob Tranegaard, Director Intercom Product Management at INVISIO, said: “At INVISIO we’re always looking for the next step to ensure optimal tactical communications and INVISIO Link™ gives users more freedom and mobility and hassle-free communication in military vehicles.
“Wireless often comes with concerns around audio quality, but INVISIO Link™ provides uncompromised speech intelligibility, and its small footprint makes it perfect to use in a variety of scenarios.
“We know wireless communication is the next step forward in our industry and we are delighted to add this to our offering for our customers. We look forward to discussing with them ahead of the launch of INVISIO Link™ in 2025.” n
For more information visit: www.invisio.com
Army and NZDF set to welcome new workhorse utility vehicle
From 2027 Ngāti Tūmatauenga, the New Zealand Army, will receive sixty brand new utility vehicles in a significant boost to New Zealand Defence Force (NZDF) capabilities
In a signing ceremony at Defence House on November 20, Secretary of Defence Brook Barrington finalised a contract with Spanish military vehicle manufacturer UROVESA – the first time the NZDF has engaged in a significant procurement from Spain in the Land Domain.
It is the latest stage of the Protected Mobility Capability Project (PMCP), which has already seen the NZ Army acquire new operational vehicles in the form of the Bushmaster and Polaris fleets.
The delivery of the first 60 utility vehicles will bring 40 VAMTAC CK3 medium and 20 VAMTAC ST5 light variants for operational roles.
It follows Government approval of the first tranche of a Ministry of Defence-led project, which received $100 million in funding as part of Budget 24.
Tranche one covers the purchase of the vehicles, spare parts, computing and communications equipment, support equipment, project costs, and introduction into service costs.
Chief of Army Major General Rose King, who was the official witness to the contract signing, said the new vehicles represent a significant improvement in Army’s capabilities, and will provide soldiers with a robust and versatile vehicle for combat, disaster relief and general training scenarios.
“Both the Unimog and Pinzgauer vehicles have served Ngāti Tūmatauenga well over the years – they have rightly been described as Army’s workhorses – but their retirement from service is overdue. And so, it is with great excitement that we will see the start of the replacement of these essential platforms,” said Major General King.
“These new vehicles will make our people safer, their jobs easier and improve our effectiveness across a variety of scenarios, and I can’t wait to see them up and running here in Aotearoa.”
PMCP Capability Integration Lead Lieutenant Colonel Brendon Jones said this new fleet will not only provide Army with a more reliable and modern alternative to the current vehicles, but it sets the NZDF up well for the future.
“We’re incredibly excited that we’re one step closer to having these vehicles in our possession and I know our soldiers will be itching to get these out onto our training areas and putting them through their paces.”
“These vehicles are well equipped for not only our terrain here in New Zealand, but also the operational environments we deploy to – they have great carrying capacity, have rollover protection and the medium variant can wade through water depths up to 1.5m, which is an upgrade on the current Unimog’s 1.2m. They also have an internally operated tyre inflation system, which can adjust tyre pressures depending on the difficult or soft terrain. Those attributes will be invaluable for us for domestic and regional civil emergency responses,” said Lieutenant Colonel Jones.
The first tranche of vehicles will replace around 25% of the Army’s current fleet of Pinzgauers and Unimogs that are assigned to specific operational units, and they will all be equipped with Network Enabled Army compliant communications systems and equipment.
Deputy Secretary of Defence (Capability Delivery) Sarah Minson says the utility vehicles are a critical fleet for Defence.
“The operational utility vehicle fleet has long-been the backbone of NZDF land operations, deployed to transport personnel and critical equipment during stability and security operations, humanitarian assistance and disaster relief missions, and search and rescue deployments,” Sarah Minson said.
“They will also provide interoperability with our partners and have a proven track record, with more than 20 countries around the world using them including Singapore, as well as Spain and a number of other NATO nations.”
The existing operational utility vehicle fleet has provided the NZDF with critical transportation capabilities for close to 40 years. Vehicles were recently deployed to the Solomon Islands to support the regionally-led Solomon Islands Assistance Force, following civil unrest. They were also deployed following Cyclone Gabrielle, to transport supplies to areas that other vehicles could not access. n
Seamless Integration:
the Mounted/Dismounted Interface
As modern military operations evolve, the integration of digitised vehicles and soldiers has
introduced both opportunities and challenges. At the heart of this evolution lies the Mounted/Dismounted Interface – a critical connection point enabling soldiers to interact with vehicle systems. Ultra PCS is at the forefront of advancing this interface, leveraging cutting-edge technology of the UltraLYNX ™ wearable system to redefine dismounted soldier capabilities.
The Modern Battlefield: A Digitised Ecosystem
Today’s military vehicles are equipped with advanced digital architectures, guided by standards such as the UK’s Generic Vehicle Architecture (GVA) and NATO GVA. These standards ensure seamless integration of subsystems, including Local Situational Awareness, Communications and Battlefield Management Systems (BMS). Through common displays and shared data, vehicles provide crews with enhanced situational awareness and operational efficiency. Underpinning this is the UK MoD’s Land Data Model, a model-based engineering approach to defining the data exchanges within a platform mission system. The data model is translated into an open middleware called Data Distribution Service (DDS) which provides a near real-time GVA databus that enables open interoperability.
Middleware for Soldier Electronic Architectures
It makes sense for a Soldier Electronic Architecture to consider the same data model/middleware approach as that used on vehicles. This is exactly the direction that the UK have taken, with recent updates to its Generic Soldier Architecture standard (Def-Stan 23-012). UltraLYNX™ supports this move by hosting the DDS middleware on the hub itself, allowing the GSA databus to interchange messages in an open way irrespective of the EUD/BMA selected, where it can easily translate DDS messages into formats compatible with other soldier systems, such as ATAK.
Connecting the Soldier to the Vehicle;
the Mounted/Dismounted Interface
Ultra PCS have developed an Infantry Power & Data Unit (IPDU) to manage the connection of soldiers when they mount into a GVA enabled vehicle. IPDU has two primary functions.
Firstly, it provides each soldier with vehicle derived power (facilitating hot swap or re-charging of the soldier worn battery.)
Secondly, the IPDU provides the necessary network management to connect the vehicle GVA to each soldier’s GSA. In doing so, the DDS messaging between vehicle and soldier allows parameters such as a soldier’s mission status, mission reporting and condition monitoring to be reported. Data the other way from the vehicle includes location, mission updates and even video selection allowing the mounted soldier to access the vehicle cameras to improve their situational awareness.
Further enhancements of the IPDU include data isolation and access control, cross domain security and interoperability protocols allowing coalition partners to also connect.
The Future of Collaboration
Ultra PCS envisions the MDI as more than just a power or data connection—it’s a platform for innovation. As new technologies emerge, the UltraLYNX™ ecosystem is designed to rapidly integrate advancements, enabling greater collaboration between soldiers and vehicle crews. From augmented reality overlays to enhanced command-and-control features, the potential applications are vast.
By bridging the gap between mounted and dismounted operations, Ultra PCS is empowering the modern soldier with unmatched operational capability. UltraLYNX™ represents a transformational leap in delivering a truly connected battlefield. n
To find out more about UltraLYNX™ head to:
www.ultra-pcs.com/data-processing/ultralynx
EU boosts defence readiness with first ever financial support for common defence procurement
The Commission has approved funding for five cross-border projects to support more coordinated and efficient defence procurement among EU Member States. Implemented under the European Defence Industry Reinforcement through Common Procurement instrument (EDIRPA), each of the 5 selected projects will receive €60 million, representing a total amount of €300 million funding.
Bringing greater value for money through economies of scale, the common procurement will make critical defence capabilities more affordable for Member States’ armed forces. With products procured in common, Member States’ armed forces will have improved interoperability. The clearer perspectives and greater predictability, which come with larger contracts, will strengthen the European industry, and allow it to adapt its production capacity to Europe’s defence needs. All in all, the common procurement will reinforce defence readiness in the EU Member States.
Leveraging procurement of more than €11 billion worth of defence products for the armed forces of the Member States
Marking a new era in European defence cooperation, the Commission has announced the first-ever EU-funded projects supporting common procurement of critical defence products by the Member States, in three areas:
Procurement of air and missile defence systems
Two projects will bolster joint air and missile defence capabilities. The ‘MISTRAL’ project supports the common procurement of ‘Mistral’ very short-range air defence systems by nine Member States (FR, BE, CY, EE, ES, HU, SI, RO, DK). Another project, ‘JAMIE’ (for ‘Joint Air Missile Defence Initiative in Europe), will result in the common procurement of IRIS-T SLM medium-range air defence systems by six Member States (DE, SI, BG, AT, EE, LV). These are systems for protection against air threats such as combat aircraft, attack helicopters and unmanned air systems.
Procurement of modern armoured vehicles
EDIRPA will also support the procurement of the Common Armoured Vehicle System (CAVS), a modern armoured carrier for protected troop transport, by four Member States (FI, LV, SE, DE). The modern armoured vehicles offer high performance and unprecedented mobility.
Procurement of ammunition
In two further projects, EDIRPA will support the common procurement of different types of 155mm artillery ammunition, namely the project ‘CPoA 155mm’ involving six Member States (NL, IT, PL, LT, DK, HR) and the project ‘HE 155mm’ involving four Member States (DE, DK, NL, EE).
The five selected projects represent a combined procurement value exceeding €11 billion, illustrating the high leverage of EU funding. EDIRPA’s €300 million investment has incentivized a commitment over 36 times larger, demonstrating the programme’s effectiveness in driving substantial defence investments across the EU.
The five selected EDIRPA projects, for all three areas, will now enter the grant agreement preparation phase, involving detailed coordination between the Commission and the consortia of Member States’ public authorities.
In addition to the selected projects, other promising proposals were submitted. They have been added to a reserve list making them identifiable for potential future funding. For instance, the Member States involved in these proposals could seek to financially support them by transferring unused EU funds allocated to them under shared management.
Impressive number of EU Member States participating
The selected EDIRPA projects involve 20 Member States, some of which will engage in common defence procurements projects for the first time. This reflects EDIRPA’s role in encouraging collaboration among Member States to address critical capability gaps, in particular those exacerbated by the transfer of defence products to Ukraine. On average, six Member States are participating in each project —double the minimum legal requirement of three Member States— showing the interest towards a more unified European approach to defence procurement.
Supporting Ukraine
Most selected projects also include procurement of defence products intended for Ukraine, including air and missile defence systems and ammunition, bolstering the country’s defence capabilities in the context of the ongoing Russian aggression.
Background
The selection of EDIRPA projects comes in response to calls for proposals launched by the Commission in March 2024. With the adoption of EDIRPA, and its subsequent implementation through the Work Programme, and the launch of the respective calls for proposals, the Union is incentivising for the first time Member States and Norway to acquire defence products in common, serving the most urgent and critical needs, especially those amplified by Russia’s aggression against Ukraine. Aggregating demand provides predictability and therefore incentivises industry to ramp up manufacturing capacity and will improve the interoperability of the national armed forces.
The EDIRPA Work Programme supports common procurement in three areas: 1) Ammunition, 2) Air and missile defence, and 3) Platforms and replacement of legacy systems. These funding priorities have been set together with the Member States to address urgent defence needs and replenish defence stockpiles.
By the submission deadline of 25 July 2024, the Commission received a total of 12 proposals, showing the significant interest from Member States and Norway. The Commission services checked the admissibility and eligibility of the received proposals and evaluated them in line with the provisions of the EDIRPA Regulation.
The EDIRPA programme is a short-term instrument adopted following Russia’s aggression against Ukraine and made to last until 2025 with the aim to incentivise cooperation for the most urgent defence products. The programme supports the procurement of defence capabilities by the armed forces of the Member States and Norway. The EDIRPA budget is not paying for defence products but is compensating Member States for the additional administrative costs of procuring in common. In March 2024, the Commission presented the proposal on a European Defence Industry Programme (EDIP) to extend the EDIRPA logic beyond 2025, to continue to aggregate European demand and increase interoperability. n
Echodyne’s MESA Radar: Revolutionizing Mid-Range Multi-Mission Capability in Modern Warfare
Col (Retd) Robert Menti
In today’s rapidly evolving combat environments, the need for advanced sensing and protection technologies has never been more critical. The battlefield has become highly lethal and transparent, demanding innovative solutions that offer comprehensive protection while remaining cost-effective and scalable. Echodyne’s next-generation Metamaterials Electronically Scanning Array (MESA) radar technology stands at the forefront of this revolution, providing true mid-range multi-mission capability at a significantly lower cost. This advancement enables end-users to exponentially increase attritable sensing capacity—a necessity for survival in contemporary operating environments.
Traditional Vehicle Protection Systems (VPS) have primarily focused on high-value platforms like tanks and Infantry Fighting Vehicles (IFVs). However, recent conflicts in Ukraine and the Middle East have underscored the urgent need for all platforms across military formations to possess some level of VPS capability. The threat landscape has expanded, and adversaries now employ a myriad of advanced air and ground threats that can target any vehicle, regardless of its role or position within a formation.
Echodyne’s MESA-based sensors offer a solution to this pressing challenge. By providing critical on-the-move (OTM), 360-degree detection capability, these sensors enable low-cost VPS when integrated into a networked System of Systems (SoS). This approach allows for the proliferation of “good enough” protection across all platforms at echelon, addressing a vastly larger requirement than the Department of Defence (DoD) currently accommodates. The innovative nature of MESA technology ensures that even cost-constrained platforms can benefit from advanced sensing capabilities without the prohibitive expense associated with traditional systems.
One of the standout features of Echodyne’s MESA radar is its multi-domain sensing capability. This technology consolidates several critical functions into a single, compact radar system. Capabilities include:
On-the-Move Counter-Small Unmanned Systems (C-sUAS): Detecting and tracking small drones and unmanned ground vehicles that pose significant threats on the modern battlefield.
Air/Ground Force Protection: Providing situational awareness and early warning against aerial and terrestrial threats.
Maritime/Littoral Surveillance: Enhancing detection and tracking capabilities in coastal and maritime environments.
Precision Tracking Capabilities (PTC): Offering high-resolution tracking for engaging fast-moving and agile targets.
By integrating these functions, Echodyne’s radar systems reduce the need for multiple specialized sensors, thereby lowering the overall system weight, power consumption, and cost. Importantly, these radars are not theoretical or in developmental stages—they are in full-rate production today, ready to contribute significantly to increasing capacity at scale for multiple services.
Echodyne’s low-cost PTC has been combat-proven and is currently deployed in contingency environments. These capabilities enable augmented effector systems to engage small drones and ground threats effectively. The range of effectors compatible with MESA radar includes:
Machine Guns and Medium Caliber Cannons: Traditional kinetic weapons that can be guided more accurately with precise targeting data.
Unguided and Guided Rockets: Enhanced effectiveness through improved targeting information.
Very Short-Range Air Defence (VSHORAD) Missiles: Increased interception success rates against low-altitude aerial threats.
High Energy Lasers (HEL) and High-Powered Microwave (HPM) Systems: Directed energy weapons that require precise tracking to neutralize targets effectively.
The integration of MESA sensors adds critical depth and resiliency to military formations. Their ubiquity and dual-use nature mean they can be deployed widely without excessive cost, ensuring that even units at the lowest echelons have access to advanced protection.
Enhancing Layered Defensive Capabilities
The modern battlespace’s lethality and transparency necessitate a re-evaluation of defensive strategies. Coupling on-the-move, spectrum-sensitive sensors like Echodyne’s MESA radar with Counter-Unmanned Systems (C-UxS) enabled effectors—already fielded or available for immediate deployment—can significantly enhance a formation’s layered defensive capability. This synergy allows for:
Greater Dispersion and Flexibility: Small units can operate at increased distances from one another without sacrificing mutual support.
Self-Protection Against Advanced Threats: Units can defend themselves against a variety of threats, including small drones, guided munitions, and ground assaults.
Rapid Response to Emerging Threats: The agility to detect and engage new types of threats as they appear on the battlefield.
By expanding the defensive envelope of each unit, formations can operate more effectively in highly lethal environments, reducing vulnerability and increasing mission success rates.
A New Perspective on Formation-Based VPS
Formation-based VPS requires a broader perspective than traditional platform-centric protection models. It must account for the collective defence of all assets within a formation, extending beyond the primary focus on defeating incoming tank rounds, Anti-Tank Guided Missiles (ATGM), and Rocket Propelled Grenades (RPGs). This approach includes:
Comprehensive C-sUAS Capability: Ensuring all formations and nodes can detect and counter small unmanned aerial systems.
Elimination of Rear-Area Sanctuaries: Recognizing that adversaries can strike anywhere, necessitating 360-degree protection even in areas previously considered safe.
Adaptation to New Threat Realities: Acknowledging that daily reports from conflict zones like Russia and Ukraine highlight the evolving nature of warfare that affects all U.S. services.
By adopting this wider perspective, military forces can better prepare for the complexities of modern combat, ensuring that all elements within a formation are adequately protected.
The need for cost-effective, scalable defines solutions extends beyond U.S. forces. Allies, partners, and proxies often face significant resource constraints yet operate in environments where the threat levels are just as high, if not higher. Echodyne’s MESA radar provides:
Affordable Multi-Domain Force Protection OTM Capability: A critical requirement for users who cannot invest in expensive, high-end systems.
Dual-Use Technology: Sensors that can be employed in both military and civilian applications, facilitating easier export and adoption.
Low Size, Weight, Power, and Cost (SWaP-C): Making the technology accessible to a broader range of platforms and users.
By equipping allied forces with these capabilities, the collective security and effectiveness of coalition operations are enhanced, contributing to global stability and mutual defence objectives.
Empowering Uncrewed Platforms with VPS
The future battlefield will see an increased reliance on uncrewed platforms—autonomous vehicles and drones that augment manned systems. For these platforms to fulfil their roles effectively, they too require some level of VPS capability. Echodyne’s MESA radar ensures that uncrewed systems can:
Stay in the Fight: By detecting and avoiding or countering threats, uncrewed platforms can continue to support operations without frequent losses.
Provide Critical Augmentation: Enhancing the capabilities of crewed platforms by extending sensing, communication, and engagement ranges.
Maintain Resiliency and Survivability: Even as attritable assets, these platforms must offer a balance between cost and effectiveness.
The principle that “quantity has a quality all its own” is particularly relevant in large-scale, protracted conflicts. Deploying numerous, capable uncrewed systems can overwhelm adversaries and provide strategic advantages without incurring unacceptable costs.
Protecting our nation’s service members—and those of our allies and partners—demands critical thinking and swift action. The small, highly mobile, and dispersed formations expected to dominate future conflicts require VPS solutions tailored to their operational realities. It is imperative to:
Adapt VPS Thinking: Moving beyond legacy systems and doctrines to embrace innovative technologies like MESA radar.
Overcome Bureaucratic Hurdles: Recognizing that delays caused by programmatic challenges can have dire consequences on the battlefield.
Field “Good Enough” Solutions Quickly: Prioritizing the rapid deployment of effective technologies over the pursuit of perfection.
Unlike the Improvised Explosive Device (IED) threat that caught forces off-guard in Iraq and Afghanistan, the current and emerging threats are visible today. Failing to prepare and adapt could result in unnecessary casualties and mission failures.
CONCLUSION:
Embracing Innovation for Enhanced Protection
Echodyne’s next-generation MESA radar technology offers a transformative approach to mid-range multi-mission capability. By enabling true multi-domain sensing at a significantly lower cost, it allows for the exponential growth of attritable sensing capacity essential for survival in today’s lethal operating environments. The integration of MESA sensors into VPS, uncrewed platforms, and formation-wide defence strategies represents a critical step forward in military preparedness.
As threats continue to evolve, so must our approaches to defence. Embracing innovative technologies like Echodyne’s MESA radar is not just advantageous—it is essential. By acting decisively and prioritizing the rapid fielding of “good enough” solutions, we can ensure that our service members, allies and partners are equipped to face the challenges of modern warfare effectively and safely. n
For more information: www.echodyne.com
Experimenting to win in modern warfare
The Experimentation and Trials Group (ETG) has been experimenting with uncrewed aerial systems (UAS), at the lowest tactical level on Salisbury Plain Training Area, testing what is called the recce-strike complex.
Soldiers from by 2nd Battalion The Royal Yorkshire Regiment have been experimenting with tactics currently being used in Ukraine where the lower infantry formations (platoons, companies and battle groups) have been subject to having to consider not just what is on the surface, but now what is in the air above them too.
The recce-strike complex considers the speed at which one can reconnoitre a target, and then strike it. Historically, recce-strike has been the preserve of longer-range capabilities like artillery and aviation, whilst infantry formations have had a very limited ability to do this; however, UAS is drastically changing the shape of warfare.
“We see this happening every day on the battlefields of Ukraine and other theatres. A soldier who previously used to focus on the ground, is now looking up as well, what we are calling near surface warfare, the ability to control the airspace above you and critically as part of that, the electronic space – those are the key changes,” explained Colonel Toby Till, Commander ETG.
“We have a vital role to play in that; testing new ways of fighting and new technology, combining those together in what General Sir Roly Walker KCB DSO ADC Gen, Chief of the General Staff described as ‘tech craft,’ in his Royal United Services Institute speech enabling us to fight better in the future, and be more lethal against any adversary we might face.
“To really work out the best ways to operate that equipment, work out the new tactics, techniques and procedures, making sure we ‘bleed’ that across to the whole Army to make it better.”
Supporting the acceleration of modernisation, some of the cutting-edge technology used in the experimentation has included: Spike Firefly, a loitering UAS munition that can remain undetected above the target for an extended period of time; First Person View (FPV) S1 Strike UAS and DefendTex D40 UAS which both provide ‘the eyes’ for a company size formation; and a heavy lift Malloy T400 UAS designed to transport large loads like stores, and assist with casualty extractions.
As well as UAS, ETG were experimenting with counter-UAS capabilities to defend against UAS with, including the combat shotgun and drone shields.
“It’s about getting that new technology into the hands of the Field Army soldiers,” said Colonel Till.
UAS are speeding up the decision-action cycle forcing commanders into more complex and dynamic decision making. The experimentation highlighted the importance of having a digitally connected network, and a requirement for more advanced and complex training at the lowest formation to enable this.
2nd Battalion The Royal Yorkshire Regiment is an infantry unit based in Chester and is currently the Army’s Experimentation Battalion. The recce-strike complex specifically focussed on the incorporation of UAS and complexity it involves in the modern-day battlefield, however there are also many other types of modern technology the Army is currently experimenting with. n
Bren-Tronics Brenergy™ 6T Vehicle Battery: Leading the way to power energy-demanding armoured vehicles in Europe and USA
Before 2014, solutions for cranking and powering systems on armoured vehicles were the well-known lead acid batteries mounted in parallel (sometimes even up to 10). As the military power demand on-board of modern combat vehicles was growing, Bren-Tronics continuously worked on designing a complementary powerful Li-Ion 6T battery. The space required for all the lead batteries competed with mission critical requirements, such as technology and personnel, while the weight of these batteries stressed other components on already taxed platforms.
Designed with the military tactical vehicle requirements in mind, Bren-Tronics introduced the first Li-Ion 6T battery in 2015, prior to the MIL-PRF release from U.S. Army’s Combat Capabilities Development Command (CCDC) Ground Vehicle System Center (GVSC). There are several thousands of these batteries in use today worldwide addressing the three basic requirements of military vehicle manufacturers and customers: more energy, less weight and gain space.
A single Bren-Tronics 24V 6T replaces two to three of the 12V lead acid 6T batteries used today, cutting weight and volume in half, while meeting and exceeding on-board power requirements. The battery can also be fully charged in less than one hour and provides power for multiple loads. Several batteries can run in parallel for extended silent watch missions.
More recently Bren-Tronics delivered the first type 2-B90 (highest capacity) fully compliant to the latest release of MIL-PRF 32565 Rev C. Performances at cold temperatures, high discharge rates and cycling requirements asked of on our Li-Ion 6T were very challenging.
The Bren-Tronics compliant battery BT-70939M-TPB (105 Ah) not only meets the extreme cold temperature cranking requirement and the stringent high temperature cycling test but also the very rigorous safety testing as per the MIL-PRF. The battery went through numerous tests and passed the following (non-exhaustive):
Battery Crush
Battery Nail Penetration
Projectile Penetration
Mechanical and functional shock
Vibration
High and low weight drop
Blowing sand and dust
Cycle life at 38°C and 50°C
This Lithium-Ion battery is the result of more than ten years of development, trials, test reports that have required millions of dollars of self-investment. It revolutionizes the way power is delivered to the military.
This Li-Ion solution dramatically changes the operational capabilities of armoured vehicles and the way in which military organizations manage the inventories of their vehicle batteries. The battery incorporates multiple electronic protections and safety features as well as a CAN Bus data access to monitor all battery parameters at all times. The battery cycle life is extended from hundreds of charging cycles to thousands of cycles compared to lead acid and the maintenance is reduced to zero.
The battery is supplied to every major U.S. service including the Army, Navy, Air Force and Marine Corps, not to mention Special Forces units. This battery has been also tested and selected by numerous leading defence vehicle manufacturers in Europe.
Applications for the Lithium-Ion 6T power solution include tactical and combat vehicles, robotics, unmanned vehicles, silent watch, communication systems, weapon systems, active protection systems, auxiliary power systems and hybrid power systems. The high energy version not only provides 142Ah with a nominal energy capacity of 3.75kWh, but also provides cold cranking up to 1100A at -18°C and 400A at -40°C power version (with no pre-heat required) and can be monitored through CAN Bus communication at all times.
The military have found multiple uses for the Bren-Tronics 6T batteries outside of the vehicle. By pairing our 6T battery with renewable source (i.e. solar panels) and a generator, you create a tactical microgrid that offers energy efficiency and power surety that assures you won’t run out of power when the fuel runs out. Another novel use of our 6T’s is to power high energy drone jammers, or Unmanned Ground Vehicle (UGV.)
In the near future, it will also be necessary to know how to answer the question of energy storage in hybrid vehicles. Bren-Tronics is already up for the challenge as we have been working on a future standard high-voltage Li-Ion storage solution for the last two years.
Gain in space, mobility and speed of charge, this is what today’s proven breakthrough innovations bring!
At Bren-Tronics, we’ve got you powered. n
For more information: www.bren-tronics.com
British Army demonstrates warfighting capability in Germany
Thousands of British troops and hundreds of vehicles deployed to Germany in October to take part in Exercise Cerberus 2024.
The main aim of the bi-annual exercise was to train troops from six Brigade Headquarters, belonging to the 3rd (United Kingdom) Division, in a simulated environment. The exercise was almost one year in the making and designed by specialists from the UK’s Land Warfare Centre.
16 Air Assault Brigade Combat Team, 12 Armoured Brigade Combat Team, 7th Mechanised Brigade Combat Team, 20 Armoured Brigade Combat Team, 101 Operational Sustainment Brigade and 1st Aviation Brigade Combat Team took part in the exercise making full use of the excellent facilities at the UK’s NATO Forward Holding Base in Sennelager, and a 120 square kilometre training area next to the barracks. The British troops were joined by colleagues from the German Army. Panzerlehrbrigade 9 deployed from their base in northern Germany to Sennelager, the first time a German HQ has participated in Exercise Cereberus, and like their British colleagues, were subjected to the sternest of tests on this large-scale Command Post exercise.
The British troops were joined by colleagues from the German Army. Panzerlehrbrigade 9 deployed from their base in northern Germany. It was the first time a German Headquarters had participated in Exercise Cerberus, and like their British colleagues, were subjected to the sternest of tests on this large-scale Command Post Exercise.
Exercises such as Cerberus enhance interoperability and regional understanding whilst demonstrating the ability to respond rapidly to defend and support European allies. It underlines the UK’s and the British Army’s commitment to NATO and the collective security of Europe by offering 3 [UK] Division’s contribution to a Strategic Reserve Corps to NATO’s New Force Model. n
Forging Secure Communications for Mission Effects in the Battlespace
As a global leader of wireless communication, Domo Tactical Communications (DTC) prides itself on developing leading edge communication technologies for successful operations in demanding environments. Steve Beeching, Senior Vice President and MD, Europe and the Middle East, and Andrew Dobson, Business Unit Director, Military, talk to Soldier Modernisation about how the market is changing and what DTC is doing to stay abreast of the demands and challenges of the global geopolitical situation.
For Steve Beeching, the current geopolitical situation means a frenetic fight for information and data advantage. From the speed at which such information is gained to the accuracy of that information. “We’re very engaged in the Information power struggle down to the tactical edge where interference, electronic warfare and various other elements are playing a large role in how we deliver information and data advantage into the hands of users. This is critical to support making the best decisions which are often time sensitive, whether that be kinetic or non-kinetic, or influencing the grey zone,” he tells Soldier Mod. “Threat actors are moving faster than ever before. The pace of change and the ability to deploy into these regions has never been so rapid, demanding abilities to securely communicate across joint friendlies and forces, across continents as well as perform within deployed isolated and contested environments. At DTC and Codan, these user mission demands are driving us to support advantage in power competition, where we focus on information advantage for our users at the speed of relevance.”
Its focus on a customer-facing approach means DTC not only sees their customer’s challenges but can evolve in line with them, explains Andrew Dobson. In addition, the company’s size and agility makes it well placed to adapt and innovate at pace.” We have a good background in being agile and creating resilient technologies that meet the immediate threat. It’s almost like a game of cat and mouse. We develop something, it gets combated, we do remediation work, so things are changing on a weekly basis.”
Examples of that highly-adaptive way of working and being focused on providing mission outcome solutions at pace – include DTC’s development of the smallest ultra-low SWaP UAV 2x5W radio as well as the provision of a communications link from Hawaii to the US West Coast with a single watt. The DTC DNA ensures we’re trying to look at things that matter for users, to develop them at pace and deliver them straight away,” says Beeching. “This iterative business approach is not really about just innovating the best technology, it’s about innovating solutions that deliver the outcomes needed for customers’ missions. Our sustaining experience across many tactical environments along with the closeness in which we work with users (in these environments), is allowing us to focus, invest heavily and to rapidly provide these world-leading solutions ready for deployment.”
DTC’s operation across its four market verticals, including non-military, allows it to create, an ‘overview of network demands and capabilities’, explains Beeching. “For example, the demands of supporting some of the world’s largest sporting events across the globe provides invaluable expertise that adds to the company’s ability within the battlespace. Furthermore, it ensures that our approach to make rapid incremental changes reflects leading commercial technology into the emerging aspects and pace of change in the battlespace. Beeching continued “one of the most important recent evolutions is our move to a multi -waveform solution. Whilst DTC own’s and develops waveforms, we have growing cooperation between our partners in the sector and an ability to now offer third party waveforms on our solutions solely aimed at creating benefits for the user.”
While the backdrop against which companies like DTC operate is in constant flux, some things remain constant - including the company’s values, which both Beeching and Dobson attribute to its success and ability to keep up with the changing geopolitical situation. “Every conversation is based around putting the customer at the centre of what we do and being relevant to them; trying to meet their challenges and being as agile as we can in order to do it,” confirms Dobson. “We take each customer individually and develop against their needs into a common platform so others can get the benefit from it.” On top of that, the drive to be mission outcome-focused reduces the potential for over-engineering and delays. “We want to create solutions at the speed of relevance,” clarifies Beeching. “So, whilst there’s more conversation in industry around new ways of working, DTC is already delivering against processes of, ‘how do we do spiral-iteration and deploy prototypes early to users, take feedback that evolves them moving forward whilst maximising sustainability for forward and backward compatibilities. The requirements don’t need to provide the challenges or costs of renewing entire networks each time.” He continued “I believe all these things are at the core of our business, it’s in our DNA, it’s our Be Brilliant behaviours - we collaborate to be ahead of the adversary and our trusted partnerships focus on attaining tactical advantage for customers.”
The trust and honesty developed in these partnerships encourages our customers to be more receptive to an iterative solutions-driven way of working, as proving true capabilities is key to staying ahead in the current geopolitical situations, says Beeching. “Look at what’s happening in some of the conflicts at the moment. It’s less about traditional air superiority and mass manoeuvres, it’s much more deployed and emergent. Communications need to be integrated, resilient and manoeuvrable, it’s responsiveness and agility to deploy capabilities that effectively realise mission effects and protect lives. The changing face of conflicts means a new paradigm of industrial engagement: it begins with the way in which we support each other, how industry engages with customers and industrial shift to outcome-based deliveries. The process is moving in this direction, albeit slower than desired, it also needs our customers to be more receptive to outcome driven requirements and solution bake-offs rather that detailed specifications and traditional paper tenders. It’s not about specifying solutions but more, ‘Please give me this outcome, on this date, to deliver a capability that achieves this....’. It’s always an interesting conversation with users when we surmise that, ‘I can’t image when Elon was asked to fly astronauts to space, that he was provided a specification for the whole mission from suits to the rocket. Can you image the effort and detail, rather than empowering industry to do it the best way and achieve delivering people to space and back again safely’. The outcome evolution empowers innovation to give the right and best capability much faster. When we all start to work this way, it demands those deep trust relationships, open conversations, and that solutions are in a constant state of change but in a more sustainable manner and not technically over engineered. When we get to this value way of capability delivery, and acceptance of these different process, I’m sure we’ll all look back and ask why it took so long to adapt this new paradigm of working ways.”
With a determination to stay one step ahead of the game, DTC is already looking to the future and how the sector might have to develop. For Dobson that means a level of automation in some of its processes. “We want to take the human out the loop within the battlefield - not in every aspect, but certainly within the configuration, deployment and network management. We want to create adaptive networks to threats without a human in the loop and I don’t think we’re far away from it. We’re doing the groundwork now, we’re doing the integration points, and we’re working with partners to understand some of those standards and requirements.”
For Beeching, the future could potentially hold “deployed network clouds within clouds – think of it as communication abilities that reflect the teams of teams approach within most successful organisations. I see the ability to operate totally isolated within your own deployed cloud, to be able to do all the compute you need, including AI and the machine learning, and then connect to other networks at pace to share, then rapidly disconnect given the environment and threats.” This vision empowers providing the full benefit of data and information - all at pace - in the most useful manner for customers”” he says. “Every part of what we do is always leading to creating that network of networks, the integration, the ease of use-by-user. And that’s our aim, to provide the right solution, as simple as possible to use, but always ahead of adversaries, business challenges and other elements that affect our eco-system.”
From Soldier Mod’s discussion with Steve Beeching and Andrew Dobson, it’s clear that Domo Tactical Communications (DTC) is not just responding to the evolving demands of the military sector but actively shaping its future. The interview underscored DTC’s deep understanding of the current geopolitical challenges, particularly the race for data and information superiority, and its commitment to enabling users with solutions that are timely, practical, and mission focused.
DTC’s emphasis on customer collaboration and rapid innovation allows it to adapt seamlessly to ever-changing threats, exemplified by technologies like ultra-low SWaP radios and adaptable communication networks. Their proactive approach, which includes fostering industry partnerships and envisioning the integration of autonomous systems and modular cloud networks, reflects a forward-thinking strategy that prioritizes speed, adaptability, and operational outcomes. What stands out most is their ability to translate complex challenges into actionable, user-centred solutions, ensuring that DTC remains a trusted partner in navigating the complexities of modern warfare. n
For more information visit: domotactical.com
3d Marine Littoral Regiment receives NMESIS
By 1st Lt. Anne Pentaleri, 3rd Marine Littoral Regiment
U.S. Marines with 3d Marine Littoral Regiment, 3d Marine Division, formally received the Navy-Marine Expeditionary Ship Interdiction System (NMESIS) – a mountable, ground-based anti-ship missile launcher – in November. In order to commemorate the intra-service hand-off and acknowledge the months of initial operational testing and evaluation that went into fielding the new weapon system, 3d MLR held a receiving ceremony and NMESIS static display on Marine Corps Base Hawaii and invited distinguished visitors from across both U.S. and partnered militaries to take part.
“Upon receipt of the NMESIS weapon system, 3d MLR has an enhanced sea denial capability and is positioned at the forefront of strategic transformation. This addition deepens naval integration and strengthens deterrence by providing coverage from coastal positions, extending the Joint Force’s ability to target and engage from both land and sea.” said Lt. Col. Timothy W. Love, Commanding Officer of 3d LCT.
The NMESIS will be owned and operated by Marines with the Medium-Range Missile Battery. This formation is a component of 3d MLR’s infantry battalion, 3d LCT. Marines with 3d MLR’s Fire Support Coordination Center will ultimately be responsible for integrating the NMESIS battery, via the Maritime Dynamic Targeting Process, leveraging the unit’s maritime and air domain awareness into Naval and Joint operations in the Indo-Pacific theater.
Col. John G. Lehane, Commanding Officer of 3d MLR, emphasized the importance of the NMESIS capability, stating, “Moving the NMESIS from the category of Initial Test and Operational Evaluation to a fielded weapon system is a significant milestone for 3d MLR. The NMESIS provides this Regiment a potent sea denial capability in support of our mission essential task to ‘Attack Enemy Maritime Targets.’ That capability greatly enhances the Regiment’s ability to support and integrate with the Marine Air-Ground Task Force, the Fleet, the Joint Force and our Allies.”
3d Marine Littoral Regiment is a dedicated U.S. Marine Corps unit specializing in amphibious and littoral warfare operations. Stationed on Oahu, Hawaii, and deployed throughout the Indo-Pacific region, 3d MLR is committed to promoting regional security and stability through strategic partnerships and collaborative efforts with partner nations and Allies. n
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