Welcome to our new issue of Military Vehicle Systems. This journal has been created to look at the use of vehicle systems to aid dismounted troops in the field and to provide a key link in the ‘Digital Battlefield’.
The vehicle is no longer solely the way to transport troops to the field, but a strategic field base supplying communications, data and data transfer, power, radar and counter UAS technology.
We look at weaponry systems for vehicles with Raytheon ELCAN, the problems of system interconnection, (in terms of onboard systems themselves and also the need to allow troops to use their worn kit onboard vehicles when carrying different countries troops) with ODU and the solution with Invisio.
With Echodyne we look at vehicle mounted radar providing protection from all field threats. SPX CommTech looks at counter UAS activity by effectively identifying, tracking and defeating hostile RF signals in drones and other unmanned systems to mitigate against electronic warfare threats. We also look at high definition video and audio for intelligence gathering and effective decision making.
We have our programmes area in the middle, updates on current events around the world from various countries and articles from the US Army, British Army, European Defence Agency, DARPA, Australian Army, DSTL and finally an interesting article from Romania, this gives a feel of what pressure the Ukraine war is having on close countries militaries.
As always if you have anything, good or bad, to say about the project we are always looking to improve; we value constructive criticism, so please email me.
Best,
Robbie
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robert.alcock@intercomms.net
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Functionality under extreme operating and environmental conditions
Simon Köhler – Product Manager at ODU GmbH & Co. KG
Connectors for military and security technology from ODU – robust, resistant and optimized for demanding applications. In addition to functionality under extreme operating conditions, easy handling and reliable data transmission in use are also required. An extensive product portfolio offers customers a connector tailored to the application.
Q: Today, the vehicle that brings troops into action is more than just a workhorse that drives from A to B, it is now a communication base or relay for communication, carries power for numerous batteries, radar, etc. These change depending on what is needed for an assignment. Where do you see the challenges?
A: Military vehicles face a variety of challenges in the field. The missions are characterized by extreme and demanding environmental conditions, as well as extreme weather conditions. Impassable terrain, different soil conditions, but also heat, cold, precipitation and dust must not impair performance. In addition, it must be possible for military units to be networked with each other. This requires the transmission of ever higher data rates. Depending on the application and transmission distances, using optical fibers might not be suitable.
Due to the rapid technological development, the speed of product development and market launch, as well as the availability of connectors, are added to this for us as a manufacturer. ODU tries to enable the delivery of small quantities within 15 days with an express program (ODU Express) for selected products.
Q: With this ever-changing product load in vehicles connecting different products and power sources, is there a one-product solution or a multi-product solution?
A: The requirements for the transmission of current, high voltage, data technology or fiber optics are so different that they usually cannot be integrated together in one connector. Therefore, a multi-product solution is sought. ODU offers the advantage of a one-stop-shop. Standard cable assemblies are offered for various data technology protocols: USB, HDMi, DisplayPort or coax connector. Often, the type of connected subsystem, such as a reconnaissance device or other optotronics, is crucial. These devices use high-frequency connectors that ensure a connection to printed circuit boards, while a HUB in the vehicle ensures data exchange via an Ethernet hub.
Nevertheless, there are applications that prefer a single-product solution. For example, in one of the most widely used Main Battle Tank systems (MBT), ODU products of the ODU-MAC® series (modular connectors) are used. Various modules from power transmission to data technology can be used, all of which are integrated into one interface. In this special case, the modular connector transmits both the supply voltages for a central electronic unit and the switching and control signals for the entire tower system.
Q: How does ODU solve this problem, which also affects the use of multiple vehicles by troops of different countries, which may use different solutions?
A: The main problems arising from system interoperability are insufficient communication and data exchange between different systems. This can lead to malfunctions, inefficiency and security risks. This is exactly what has a major influence on our developments. The current geo-political situation shows how important it is that Allies must be able to support each other quickly with defense systems. Crews and maintenance and aftercare logistics must also be able to adapt to the new systems without much preparation time. ODU is looking for holistic solutions with various approaches. Be it with adapter solutions, as a partner in the development of overarching solutions, for example for the increasing digitalization of the armed forces, or with innovative connectivity solutions such as the ODU AMC® Series T.
With the ODU AMC® Series T, ODU offers a miniature 38999 connector that offers maximum flexibility in field assembly thanks to the 3 on 1 locking mechanism and meets the environmental requirements of an innovative connector. Depending on the application, a thread-lock, push-pull or break-away connector can be connected to a universal socket. This reduces the number of different connectors and improves the emergency running properties. The advantage for the user is enormous.
Q: How does ODU see the future of connectivity for automotive engineering?
A: In the future, vehicles will be even more connected to enable a seamless exchange of information. Advanced communication systems allow vehicles to share information in real time. State-of-the-art communication technologies could increase data transfer speeds. The integration of autonomous and unmanned vehicles could increase efficiency, flexibility and safety, and improve the situational awareness of military operations. There is greater demand for the integration of UGV/UAV systems into Joint Forces, Dismounted Soldier systems and the processing of data in Forward Operation Bases (FOB) or Tactical Operation Centers (TOC).
We are already addressing today’s technical and ecological challenges in order to have solutions for tomorrow’s applications in the future. Be it to transfer even higher data rates or to expand the existing portfolio. The miniaturization of communication systems and the use of lighter materials to improve the mobility and manoeuvrability of vehicles while reducing weight are other topics we are working on. n
More information:
www.odu-connectors.com/industries/military
Trials begin for the Army’s new heavyweight: the Boxer
The Army’s next generation all-terrain armoured vehicle will begin to be put through its paces in a series of special trials
Boxer is a family of highly-mobile, protected and modular 8X8 wheeled vehicles which will deliver a variety of roles for the Army’s mechanised infantry.
The UK prototypes will begin industry trials ahead of Defence Equipment and Support (DE&S) commencing its own customer trials in Autumn.
The Boxer vehicles will form part of the Army’s Armoured Brigade Combat Teams, set up to deploy rapidly over long distances and then operate across varied terrains.
Packing the punch of a Rolls Royce engine, the 38.5 tonnes Boxer vehicles will be used to transport troops to the frontline to perform a variety of missions, from low intensity peacekeeping to warfighting.
But the Boxer is not just an infantry vehicle, using a modular set-up consisting of a driving platform and different mission modules, it can be rapidly reconfigured to fulfil different roles on the battlefield.
The Army will receive four variants delivering four different roles – an Infantry Carrier, a Specialist Carrier, a Command Post Carrier and an Ambulance.
The digitised armoured vehicle can reach speeds of up to 60mph on roads and is hardened to withstand the heat, shockwaves and electromagnetic effects of a nuclear explosion.
It has a Nuclear Biological and Chemical protection system to detect and counter threats as well as a 360 degree Situational Awareness System.
The Specialist Carrier will be able to support all the weapon systems currently in service – the heavy machine gun, the general-purpose machine gun (GPMG), the grenade machine gun (GMG) and the JAVELIN anti-tank guided weapon station.
Future-proofed to operate in the digital age, its network-enabled communication systems will work with Bowman but has the capacity to work with future networks to provide secure communications to other combat vehicles within the Brigade Combat Team.
Boxer variants are already in service with various NATO countries including Germany, the Netherlands and Lithuania. In the UK, the Boxer is expected to be delivered to battalions within the Armoured Brigade Combat Teams.
Warrant Officer Class One Gareth McQueen who is one of the military personnel working on the Boxer project said: “It’s going to be an excellent addition to the Armed Forces. It’s low logistic need, reach and mobility ensure it’s relevant for any global scenario that requires rapidly deployable infantry mass. Everything is subject to trials conformation, but I am confident that it will deliver on mobility, capacity and agility.” n
The advantage is information
The technology revolution has enabled many advantages for the men and women in uniform. Many are now from generations that are technology natives, demonstrated by the rapid adoption of different forms and styles of computing and communications. The dynamic growth in communications media – ad hoc wireless, meshed, frequency hopping, LEO (Low Earth Orbit) satellites – is itself the perfect indicator of the primary driver: Information.
A better-informed warfighter is more capable, more likely to remain safe, and more likely to achieve mission success. Situational awareness data has high value if reliable and accurate and easy to consume. The challenge is acquiring high value data while avoiding information overload. The baseline data element for the dismounted soldier is nearby enemy location and movement, with technology solutions like Teledyne Flir’s Black Hornet Personal Reconnaissance System (PRS) providing a decisive advantage in urban and other very close range scenarios.
Mission geography and environmental conditions vary widely, and a mix of data acquisition technologies is required to maintain an information advantage. For the dismounted soldier, the solutions need to deploy quickly, operate in all conditions and provide actionable data. Only one sensor operates in all conditions and provides actionable data – Radar. It detects, tracks and classifies all movement, regardless of weather, lighting, or environmental conditions.
Conventional radar, though, is so large, expensive and vital to the broader situational awareness that it must be kept as far from harm as possible. While the data may be useful to the dismounted soldier, the combination of distance and terrain makes the data from rear-based radar less actionable for detecting and defeating enemy drones and other low altitude threats.
Radar, like all technologies, evolves. Breakthroughs in radar technologies have created compact, solid-state, low power sensors with range and accuracy, and not just from traditional Defense suppliers. These low-SWaP, commercial radars have the same data fidelity as large, expensive radars but are more adaptable to the concept of attritable, distributed, cooperative radar networks with high fidelity data that best inform dismounted soldiers and provide operational superiority.
There are three applications where radar fits the strategy of a highly informed dismounted soldier. Fixed locations are the first application. Whether large FOBs or temporary locations, radar deployed with optical/thermal sensors on masts or on tethered drones creates robust perimeter situational awareness. Important to this profile is reliability, range, accuracy and ease of use.
The second application is radars and other sensors fixed to vehicles to create mobile sensing platforms. One of the key protection challenges is counterfire to the source of the radar signal. Large radars, such as Hensoldt’s TRML-4D, must be motionless to operate. Vehicle-borne warfighters derive significant benefits from highly localized data capturing movement of forces, vehicles and drones in their operating area. Data integration with mobile effector vehicles creates a potent, highly informed mobile force with powerful ground and airspace protection capabilities.
However low the SWaP of the preceding packages might be, they feel large. The last application may also be the most difficult – complete sensor packages that can be carried by a single dismounted soldier and rapidly setup and configured for operation. The market offers only a few radars that meet operational requirements.
A complete package should include a high-performance ESA radar, tripod mount, sufficient battery and solar collector capacity for round-the-clock operations, and computer or tablet. The combined package should weigh less than 15 kg, fit in one pack, cost less than $50,000, and be highly replaceable. Small teams deployed with such packs would create highly localized, high value data sets that combine for a common operating picture in forward areas with less capital risk than larger systems.
The drone revolution has arrived, and it is unlikely to be won by deploying larger, more expensive systems designed for jets, bombers and missiles at high altitudes. Warfighters need high value precision data as much as they need equipment and weapons. Commercial solutions and sensors are available that meet requirements for performance and attritability. Equipping the dismounted soldier with sensors and systems that enhance safety and improve mission success is an investment whose time has also arrived. n
For more information: www.echodyne.com
EU countries sign up to EDA’s joint procurement for CBRN and soldier equipment
Several EU Member States have signed the European Defence Agency (EDA) project arrangements for the collaborative procurement of chemical, biological, radiological and nuclear (CBRN) equipment, and for soldier equipment
The signing of the two project arrangements in late July – by eight EU states in each case – allows them to come into effect. They lay the basis for Member States to buy together such CBRN equipment such as masks, filters and suits, and also to jointly purchase soldier equipment such as helmets and ballistic vests.
EDA’s project arrangements, and Member States’ interest, send an important signal to industry about the European Union’s commitment to meeting critical military needs. Following competitive tendering, companies or consortia will be able to bid for contracts.
The two new project arrangements follow the signing in March of EDA’s arrangement for joint procurement of 155mm ammunition, which was based on the work of the Defence Joint Procurement Task Force – composed of EDA, the European External Action Service, the EU Military Staff and the European Commission – along with Member States, to identify critical shortfalls.
The procurement process, where EDA will act as the contracting authority, management body and ordering entity in the context of collaborative procurement procedures, should culminate with the first framework contracts with industry, allowing Member States to place orders from then on.
Collaborative procurement is the best option to achieve cost reduction from economies of scale, while allowing Member States to purchase ammunition and military equipment according to their national needs and supporting Ukraine. The arrangements, which are flexible and inclusive in nature, allow all Member States to join the initiatives at a later stage.
EDA’S wider role
EDA supports all EU Member States in improving their defence capabilities through European cooperation. Acting as an enabler and facilitator for Ministries of Defence willing to engage in collaborative capability projects, the Agency has become the hub for European defence cooperation with expertise and networks spanning the whole spectrum of defence capabilities.
Member States use EDA as an intergovernmental expert platform where their collaborative projects are supported, facilitated, and implemented. n
The unseen enabler in the connected battlespace
Soldier Modernisation MVS talks to Raytheon ELCAN about how optics will help soldiers win in any domain and against any challenge
In aerospace & defence, optics keep pilots safe, help find and destroy threats and give soldiers a competitive advantage. In the connected battlespace, high precision optics are the unseen enabler helping allied commanders detect, analyze, make decisions and act faster.
Raytheon ELCAN is pushing these boundaries to support the integrated battlespace of the future.
“How can optics withstand higher thresholds of laser damage? How can they withstand higher temperature stresses or blowing sand at higher speeds?” said Mike Lewis, director and general manager at Raytheon ELCAN. “These are all areas where we’re driving investment, looking at new capabilities from new equipment, new manufacturing processes and new design approaches to meet our customers’ demands.”
Any domain. Any challenge.
Kristy Dalzell, associate director of engineering for Raytheon ELCAN discusses the technology road map and how it is strategically focused on enabling the connected battlespace now and into the future.
Raytheon ELCAN doesn’t define the connection but we are ready and able to work with whichever protocols are specified by our customers. For our Specter DFCS digital fire control sight, our electronic design department has a robust tech road map that will ensure we have the capabilities to integrate communications and wireless telemetry as well as other advanced technologies into the platform driving the soldier as a sensor in multi-domain operations.
For larger platforms, like vehicles, sensor developments will drive requirements. Faster sensors will need higher resolution optics and multi-band sensors will need multi-band optics. We have the technology and capability to meet these needs.
The biggest shift will be leveraging more than just IR systems. Multispectral and hyperspectral systems will be important technologies and are therefore key IRAD focus areas for Raytheon ELCAN. With the increased focus on unmanned systems, leveraging our experience in other sensing modalities, like LiDAR, will also be critical in modern battlefields.
High precision effectors are also critical technologies within a connected battlespace. Raytheon ELCAN has extensive experience and continues to invest in weapon guidance and seeker optical technologies including complex geometries such as domes and optical coatings to increase capability. n
High energy laser optics
High energy laser systems have to reduce energy losses – any defect can cause catastrophic failure.
Vertical integration and our optimized process chain make Raytheon ELCAN uniquely capable to design and manufacture these low surface-damage optics. We continue to invest in optical coatings to withstand high energy densities.
Targeting Systems
From man-portable weapon sights to platform-mounted turrets and multi-spectral and EO targeting systems, ELCAN helps warfighters precisely see, discriminate and aim at targets, in the most challenging conditions, for a decisive tactical advantage.
Space ISR
ELCAN reduces size, weight, power consumption and cost (SWAP-C) with high-performance EO/IR sub-systems that gather data, intelligence and information from space – without compromise, without fail.
The battle-proven ruggedization of Raytheon ELCAN optics cannot be overstated. The optics must perform and stay in focus, even in punishing environments including temperature and vibration extremes. ELCAN has a subassembly on NASA’s MOPITT Terra which celebrates its 25th anniversary next year.
Weapon guidance and seekers
ELCAN delivers EO/IR sub-systems that direct missiles and precision-guided effects to successfully engage the right targets – whether moving or stationary – in challenging weather conditions and low visibility.
High precision effectors are critical technologies within a connected battlespace. Raytheon ELCAN has extensive experience and continues to invest in weapon guidance and seeker optical technologies including complex geometries such as domes and optical coatings to increase capability.
Infrared Search & Track and Infrared
Countermeasures
ELCAN precision optical sub-systems can detect infrared signatures – for tracking and defense of military jet aircraft, helicopters and UAVs – and help pilots launch surprise attacks that evade radar detection and confuse enemy effects.
Cockpit Avionics
ELCAN gives pilots and platforms total control of the skies, with EO/IR sub-systems – from head-up displays to advanced sensor suites – that feed data into the cockpit to provide 360-degree situational awareness, and enable faster, smarter decisions.
Cockpit Avionics
ELCAN gives pilots and platforms total control of the skies, with EO/IR sub-systems – from head-up displays to advanced sensor suites – that feed data into the cockpit to provide 360-degree situational awareness, and enable faster, smarter decisions.
Raytheon ELCAN, as part of RTX – the world’s largest aerospace & defence company – is an optical centre of excellence in Canada. Raytheon ELCAN designs and manufactures high-precision, platform- and sensor-agnostic optical systems to help our global customers see faster and further in any domain across the spectrum.
1st TSC demonstrates autonomous vehicles in Kuwait
The 1st Theater Sustainment Command, a subordinate command of U.S. Army Central, demonstrated three autonomous vehicles at the Udairi Range Complex near Camp Buehring, Kuwait, on July 25, 2023. This is the first time these ground-breaking systems were publicly displayed in the U.S. Central Command region.
The vehicles, three Palletized Loading Systems, or PLS, are intended to decrease risk during combat operations by reducing the manpower required by traditional, non-autonomous systems. PLSs are ten wheeled logistics vehicles first introduced in the early 1990s. They are designed to transport palletized loads or containers in support of both combat and non-combat operations.
USARCENT is testing the new autonomous operating systems installed on these PLSs over the coming months in various locations in the CENTCOM region. During the demonstration, the autonomous vehicles navigated a short off-road course without soldiers giving driver inputs to the trailing vehicles.
“Based on our experience, these autonomous vehicles allow a smaller number of soldiers to accomplish larger missions,” said Brig. Gen. Maria A. Juarez, 1st TSC deputy commanding general. “We gained insights during these tests into possible future technologies that remove soldiers from harm’s way while enhancing distribution capabilities.”
Task Force 39, the USARCENT organization focused on innovation and modernization, organized the testing facilitated by sustainment personnel from the 1st TSC’s 371st Sustainment Brigade. The vehicles arrived in Kuwait in early July and will be incorporated into various exercises over the next several months. The unique environment of northern Kuwait provided an opportunity to test the vehicles in an incredibly difficult climate.
“Our units and soldiers train and perform their assigned missions in challenging terrain and environments, from moving equipment from ports across the CENTCOM area of operations to tactical movement in a field setting,” said Lt. Gen. Patrick Frank, the USARCENT commanding general. “The driver’s training we are conducting with the autonomous vehicle PLS trucks presents our soldiers with the ability to be on the cutting edge of innovation and apply industry leading technology to the battlefield. The U.S. Army and CENTCOM are driving this approach to innovation and modernization.”
Previously tested on a smaller scale in the United States, USARCENT is incorporating these autonomous vehicles into sustainment units in Kuwait to provide a greater quantity of real-world data.
“USARCENT and CENTCOM are leading the way in innovation for the Department of Defense,” said Chief Warrant Officer 4 Ricky Horne, USARCENT’s senior ordnance ground maintenance officer who helped organize the testing. “We are excited to test ground-breaking technologies, like autonomous vehicles, within our organization to generate the most realistic tests results possible.”
United States Army Central is the U.S. Army Service Component Command for United States Central Command and is responsible to the Secretary of the Army for the support and administration of more than 12,000 soldiers, including those assigned to joint task forces and embassies, across the 21 countries in the CENTCOM Area of Responsibility. n
Redback to bring Army some bite
The Army will receive 129 new infantry fighting vehicles in response to Australia’s changing strategic environment.
The Australian Government said, subject to the conclusion of negotiations and government approval, Hanwha’s state-of-the-art Redbacks would be built at the company’s facilities in the Geelong region, supporting Australia’s strategic imperative to develop sovereign defence manufacturing capabilities.
At a cost of between $5 billion and $7 billion, the LAND 400 Phase 3 project will be one of the largest capability acquisitions in Army’s history.
Replacing the M113 armoured personnel carriers, which were acquired in 1964, the first Redback will be delivered in early 2027.
With its latest-generation armour, cannon and missiles, they will provide the protection, mobility and firepower required to transport and protect soldiers in close combat, giving them the highest chance of achieving their mission and returning safely.
The government said the acquisition was part of its drive to modernise the Army to ensure it could respond to the land challenges in the region.
The new vehicles will be delivered about the same time as the new HIMARS missile systems and landing craft, reflecting the Defence Strategic Review’s call for Army to be transformed for littoral manoeuvre operations from Australia.
The government said it was providing the ADF with the capabilities it needed to defend Australia and protect national security.
Minister for Defence Industry Pat Conroy said the government was committed to investing in the security of the nation and the safety of Australian soldiers.
“We are also committed to supporting Australian defence industry so we can make more of the critical defence equipment we need in this country rather than relying on overseas suppliers,” Mr Conroy said.
“Our decision to build the Redback infantry fighting vehicles in Australia will support up to 600 direct jobs and more than a thousand jobs in the Australian industry supply chain.” n
How a unique comms combination is pushing boundaries on the battlefield
Successful battlefield operations rely on a vast range of equipment and technologies, finely tuned for the operational task at hand. For soldiers in the field, best-in-class headsets are key, along with top-performing intercom systems. By combining the two to create a fully integrated comms set-up that works seamlessly, soldiers can benefit from unrivaled communication and situational awareness – providing operational advantage and increased use cases for both mounted and dismounted soldiers. Quality communication, flexibility and ease of use are all vital but so is the ability to deploy these systems quickly and cost-effectively, as well as to re-deploy them using legacy equipment.
Such a combination by INVISIO’s two brands – INVISIO and Racal Acoustics – is being used to create a unique comms solution. INVISIO acquired Racal Acoustics in 2021, a world-leading supplier of systems for communication and hearing protection in vehicles. Now, the combination of INVISIO’s Intercom System with Racal Acoustics’ RA4000 Advanced Hearing Protection Headset is being used to offer a range of advantages to those in the field – either vehicle-mounted or dismounted – effectively answering the ever-changing demands of users in the field. Here’s how:-
A unique package
The RA4000 advanced digital headset delivers hearing protection, communication intelligibility and situational awareness, addressing the broad range of risks and issues faced by soldiers in the field. The RA4000 is best-in-class when it comes to hearing protection, offering Active Noise Reduction (ANR) SNR 36dB, but also offers binaural talk-through for accurate situation awareness and high intelligibility binaural or monaural communications in high-noise environments, allowing for more effective communications and a reduction in any physical or cognitive burden. An extra layer of benefit comes through the RA4000’s compatibility with other equipment including helmets, body armor and weapons.
On top of this, the unique combination of the RA4000 headset with INVISIO’s Intercom system – creates additional uses for mounted soldiers in heavy armored vehicles as well as lighter vehicles and dismounted troops. INVISIO’s intercom system is both scalable and adaptable, and makes use of digitalization to enable monitoring and integrating multiple communications devices, to separate groups from each other and to focus on specific channels. The INVISIO IntelliCable® technology allows the system to automatically detect and distinguish between connected communication devices and connected users. Such technology allows it to flex between vehicle platforms and to work with existing or legacy intercom systems. Up to five users and four radios can connect to the system, but those numbers can be expanded to even larger groups by daisy-chaining several intercom devices together. In addition, INVISIO’s software solutions allow for customisation of the system.
A combination that can adapt
The benefits of the RA4000 headset are many and well documented. Its active noise reduction (ANR) allows it to achieve noise attenuation levels of 36dB SNR, protecting hearing for soldiers operating in mounted environments – often in heavy vehicles whose noise impact can cause permanent hearing damage when endured for prolonged mission times. In addition, the headset allows the user to enable talk-through to hear local environment sounds at safe levels (<85dBA), ensuring they can maintain situational awareness of hazards or permit face-to-face conversations without defeating hearing protection. The focus on clear communication is not only vital for mission effectiveness, but also the potential difference between life and death in certain settings, where communications could otherwise be compromised.
The benefit of combining the RA4000 headset with INVISIO’s Intercom system allows the potential to switch from a mounted environment to a dismounted position – ensuring soldiers maintain the same level of situational awareness in both settings, and allowing for tailored comms regardless of the environment. While in some systems, headsets and intercoms may be fixed to vehicles, this provides a non hard-installed solution and allows for more flexibility when it comes to soldiers dismounting. Both the RA4000 + INVISIO Intercom system are MIL SPEC 810G compliant, and the combination of the two also allows the capability of tailoring of profiles, whether from vehicle to vehicle or vehicle to dismounting, giving users flexibility and easy maneuvering between different vehicles, systems, and scenarios. For example, the combination would allow a soldier to easily switch from being connected to a heavy armoured vehicle’s communication system to requiring direct face-to-face communication in the field, or while dismounted – maintaining the same level of hearing protection situation awareness and communication (if carrying a personal radio) – even when disconnected from the INVISIO intercom system.
Rapid deployment and redeployment
The INVISIO Intercom’s size, weight and portable nature has already made it the equipment of choice for armed forces around the world. At just 563 grams, measuring 150 x 95 x 27mm and easily carried in a backpack, it is easily deployable and user-friendly for dismounted soldiers. On top of this, it is easily deployable – and redeployable – in mounted situations, including legacy vehicles in need of new, integral comms systems. Such needs are often time sensitive, and the combination of the RA4000 headset and INVISIO’s intercom system provides an alternative to lengthy installations of a new intercom system in addition to the already-established advantages of the INVISIO intercom thanks to its size, weight and flexibility.
The ability to install the INVISIO Intercom system in legacy vehicles and integrate it with the Racal headset system creates an immediate solution, removing any reliance on long lead manufacturing and reducing lead times to deployment. INVISIO’s software solutions offer increased agility, allowing fast and efficient switching between settings, vehicles and users to ensure maximum efficiency when it comes to comms – an element that is arguably more important than ever in the battlefields of today. The ability to re-programme systems and settings removes the need for additional technology and cabling, saving on both time and equipment.
Such advantages mean the combination of the RA4000 headset and INVISIO’s intercom system aren’t just rapidly deployable but rapidly ‘re-deployable’ from vehicle to vehicle – another key advantage in an ever-evolving space when it comes to global combat.
Facilitating better soldiering
The importance of clear communications and hearing protection in the battlefield cannot be overemphasized, on an individual soldier level as well as a wider mission-critical impact. Prolonged exposure to significant noise levels, especially for mounted soldiers in heavy armored vehicles, can cause hearing loss and have a catastrophic effect on individuals. For example, noise levels in an M113 armored personnel carrier can read 125dBA, with UK government figures suggesting that crew and passengers on such vehicles would exceed dangerous noise exposure limits within minutes. The use of hearing protection is therefore absolutely necessary and while not necessarily regulatory in some nations, is likely to move that way in the near future.
Operationally, the provision of high-quality comms systems allows for a more operable force. Without effective comms systems, alongside hearing protection, mounted soldiers traveling in noisy, heavy armored vehicles can easily become not only physically affected, but also disorientated and ultimately less effective in the field. Using a combination of a state-of-the-art headset like the RA4000 and INVISIO’s intercom system reduces the effect of prolonged noise, and allows for effective communications both on and off the vehicle. In addition, ANR contributes to a longer mission profile – how long troops on the ground can drive, dismount, then continue moving. A reduction in the cognitive burden of noise on them, especially while in vehicles, means they can operate for longer, contributing to the tactical value of each mission. Essentially, the provision of a combined system of headset and intercom – providing hearing protection, clear communication, and situational awareness – contributes to a more effective fighting force, clearer mission control and the achievement of tactical objectives.
The whole package
Enthusiastically describing something as “greater than the sum of its parts” is not unusual and while sometimes merited, is often not. But the differentiating factors offered by the unique combination of Racal’s RA4000 headset with INVISIO’s Intercom system allow them to offer even more layers of tactical advantage when it comes to comms in the field – both for mounted and dismounted soldiers. Their industry-leading technology, both in hearing protection and situational awareness, makes them the individual elements of choice for armed forces and other defense-related applications across the world. But it is their combination – bringing the ability to rapidly deploy and redeploy such systems, including in developing territories and areas and situations where legacy platforms are being utilized, that makes them invaluable in the fast-moving world of warfare today, offering quick, easy, and scalable comms systems that can prove vital in an array of situations and applications. And for INVISIO, this game-changing combination is just another step forward in working to expand on the comms capabilities it delivers across all kinds of platforms and situations. n
For more information visit: www.invisio.com
Successful trial for autonomous vehicle with sensor technology
Scientists have field-tested their research into how the ground-breaking technology could be used to detect hazardous material
The use of autonomous uncrewed systems for the recce and survey of areas for chemical and radiological material is a step closer to becoming
a reality.
The successful Hybrid Area Reconnaissance and Survey (HARS) field trial has taken place to demonstrate the concept of this cutting-edge research.
The technology concept could help keep troops safe, improve efficiency and give the UK armed forces an operational advantage in the future.
This project is a collaboration between the Defence Science and Technology Laboratory (Dstl), the wider Ministry of Defence (MOD) and industry.
Dstl’s HARS Trial Lead Scientist Andy Martin said: “This trial aimed to test the feasibility of the concept and the maturity of the technology. This technology offers an innovative approach, which could significantly change the military’s capabilities in the future by reducing the hazard to soldiers and acting as a force multiplier. That is quite an exciting thing to be involved in.
Some of the key challenges associated with the system are reducing the cognitive burden for personnel and using sensors, which are designed to be manually operated by personnel, applying sufficient automation in the system to allow that to be done remotely and autonomously.”
Dstl Lead Operational Analyst Emma said: “We know autonomy could be useful to do those repetitive jobs where people are at risk and we can take them away from that risk.
It has been nice to see it actually in practice, moving around out in the field and demonstrating that this is somewhere that, if we continue to put some work into it, we could make some real progress and do things very differently to the way they’re done now.”
The platform used in the trial was the recently developed concept demonstrator which consisted of an uncrewed ground vehicle (Viking) with a chemical and radiological sensor payload:
❯ 2 mass spectrometers to identify deposited chemicals on the ground
❯ 2 vapour sensors to detect volatile chemicals
❯ a gamma radiation spectrometer to detect and identify radiological hazards.
Adding this sensor technology to a modular ‘pallet’ means it is more scalable and cost-effective, as it could then be mounted onto the appropriate platform as and when required.
The trial took place over 5 weeks on Salisbury Plain, working with soldiers from FALCON Squadron, 28 Engineer Regiment (C-CBRN) doing back-to-back trials to compare the concept against the performance of a crewed system.
14 Troop Leader, FALCON Squadron, Sebastian, said: “This trial is important because it is working with future technologies so hopefully we will be able to have more time on target, less risk to personnel and better capability to detect whatever is there.”
HORIBA MIRA Chief Engineer Andy Maloney said: “This has been a great example of MOD, industry, and end users working together with the expertise from Dstl and the stakeholders able to influence the systems we’re developing. The adaptability of the Viking UGV provides an excellent basis for development of new payloads and novel autonomous behaviours.” n
Delivering mission-critical video and audio data to the tactical edge
Jackson White, Business Development Director of Tactical Data Links and VP of Marketing at SPX CommTech, provides insight into data in the modern battlefield. He introduces a new solution that’s set to deliver high-volume, high-quality video and audio to the tactical edge
Q: How are users using Tactical Data Links today?
A: Airborne Tactical Data Links enable the seamless and real-time exchange of mission-critical situational awareness data between platforms, such as fixed and rotary-wing aircraft and decision-makers in tactical and strategic locations across an operational area. By transmitting via Radio Frequency (RF) signals, the SPX CommTech Tactical Data Links capabilities make this possible. Reliable and assured real-time situational awareness information is passed during land, sea and air operations using our proven Evenlode solution to deliver a flexible, secure solution for transmitting real-time video and IP data. Our Data Links are designed to provide defence and security organisations with the best operational capability and bridge the gap between operation domains.
Until recently, SPX CommTech Tactical Data Links were primarily designated to fixed and rotary-wing aircraft but are now used in multiple roles. Today, having to keep pace with the vast amounts of operational data created by the growth of small, lightweight and low-power airborne sensors, high-performance Data Links are needed to allow users to receive and transmit Intelligence, Surveillance and Reconnaissance (ISR) data even further, from their mission system to the point of use. Data Links have also reduced the cost of a typical crewed ISR mission by providing ‘Line of Site’ and ‘Beyond the Line of Site’ capabilities to remotely control the sensors on an Unmanned Aerial System (UAS) and the UAS itself.
While each defence and security application has its own Concept of Operations (ConOps), we are seeing these evolve due to the emergence of Data Links which are more robust in a congested RF environment, with a higher data exchange capacity, whilst keeping the data assured to the required standard.
Q: How have data requirements changed in recent times?
A: An increase in data volumes has translated into a need for improved Data Link capacity, while more multi-role platforms are driving a need to distribute data to more points of interest beyond the strategic command centre. The shift to multi-role air platforms has also led to increased sensor integration and the delivery of greater volumes of data, which need to be analysed on the platform itself and on the ground to enhance decision-making and overall speed of operations.
However, challenges have emerged due to the limited bandwidth available to transfer larger volumes of data to the ground. Therefore, the focus has been on providing better compression techniques.
Equally, we’ve seen more defence and security organisations opt to remotely control platform sensors from the ground. This has been possible due to the rise of remotely piloted Unmanned Aerial Vehicles (UAVs), which reduce the risk of loss of life, increase the platform’s endurance, and reduce cost by removing the sensor operator from the platform.
Strategic and tactical information is critical in making timely decisions in environments where every second counts. However, operational doctoring dictates that decision-making responsibility is delegated to the tactical commanders, which is notoriously fast-paced and unpredictable. Available RF bandwidth in these environments is reduced. Therefore, it’s essential to find ways to deliver accurate data in compressed formats so it can be delivered efficiently.
Q: How are SPX CommTech’s products and capabilities addressing these needs?
A: At Enterprise Control Systems (ECS), part of SPX CommTech, we’ve increased our capabilities within the Data Link portfolio to ensure we’re responding to the demands of defence and security organisations as their requirements evolve. It’s now critical that we can deliver the high data throughput and speed defence and security organisations need to be effective.
Our commitment is to deliver secure data and analysis securely to command centres and those operating at the tactical edge. In this context, we’ve just announced a new solution designed to meet the increased demands of defence and security organisations when conducting ISR operations.
The updated Evenlode Video and Audio Encoder/Decoder will improve video compression for ISR operations and is the next step in our operationally proven Evenlode series. The Encoder/Decoder’s compressed video and audio data allow for the transfer of high-quality video over a lower RF bandwidth pipe or transfer more – up to four videos – in the standard Evenlode transmission for air and ground application over long ranges.
In parallel, the decoding capability will increase the number of video formats and transport protocols that can be supported. The solution allows for transcoding or re-streaming to other destination points, allowing defence and security organisations to receive and distribute video across the most challenging networks. In addition, its backward compatibility with current and legacy Evenlode systems adds flexibility to the user’s video distribution aims without upgrading entire systems.
Q: What specific benefits will this deliver to the tactical edge?
A: The new Evenlode Video and Audio Encoder/Decoder delivers speed and accuracy of intelligence data so effective decisions can be made at the tactical edge. Compression techniques allow users and commanders to stream quality, secure data wherever they are. We take responsibility for securely delivering data to the point of need where users can analyse and make faster decisions.
Low latency allows greater control of remote sensors over ranges of up to 200 kilometres. This enables users to stream real-time audio and visual feeds and remotely control the camera’s direction for best situational tracking without lag. Defence and security organisations will also find cost savings due to the shift to unmanned platforms, which increases endurance with their reduced size and weight, therefore delivering greater mission capability. In addition, and highly pertinent to the defence sector, this will translate into a reduced risk of loss of life.
On a specification level, the new solution delivers highly sought-after 4K Ultra High-Definition video image quality that provides a maximum system resolution of 1080p60 and enhances the image after compression, making it easier to identify details and potential threats by providing high resolution, allowing our users to view images in detail. It’s also certified to RTCA DO160G standard, which assures the equipment’s performance characteristics required for airborne electrical and electronic equipment being installed into manned, fixed and rotary-wing aircraft. It has six separate video inputs – four HD and two SD – capable of encoding four videos simultaneously, allowing defence and security organisations to select the latest mission-critical information required with no disruption to the operation.
Q: Looking to the future, how will SPX CommTech continue to support users?
A: Streaming is the next vital step for users to keep them ahead of threats. Streaming provides even more seamless transmission and replay of audio and visual data. The new Evenlode Video and Audio Encoder/Decoder is the first building block to enable us to do that. We’re enhancing airborne ISR capabilities by integrating secure streaming services – all in a single physical solution.
We’re enabling ISR streaming for video and data feeds from multiple platforms to a central point of viewing where forward distribution can occur across various secure networks, allowing defence and security organisations to make faster, more timely decisions. We’ll also look to offer a secure self-hosted or on-premises hosted network for defence and security organisations conducting ISR operations. To successfully do so, we’re drawing from our expertise over the last 35 years in the airborne ISR space whilst continuing to listen and understand the challenges faced by defence and security organisations across the globe to help them manage their mission-critical data. n
More information: www.enterprisecontrol.co.uk
Modernising armoured vehicle training
Defence IQ interview with Brigadier General Daniel Pop, 15th Mech Bde Commander (OF6)
Brigadier General Daniel Pop: deployed to Kabul, Afghanistan, in 2015 as Chief of the Romanian Army Institutional Advisory Team. Upon his return appointed Commander of the 32nd Battalio ”Mircea” Reconnaissance and Surveillance, in Timisoara; promoted to Colonel March 2016. In October 2017 he was appointed Deputy Commander, Multinational Brigade South-East, NATO’s newest Brigade Headquarters located in Craiova. In December 2020, Brigadier General Pop was assigned 15th Mech Bde Commander (OF6) located in IASI. The officer was most recently appointed Commandant of the Romanian National Defense University in 2022 and from 1st November Head of Training and Doctrine Directorate, ROU General Defense Staff.
Q: What are the current priorities for mechanised training?
A: Nowadays, Romania’s priorities come from risks and threats pertaining to its geopolitical and geographical position and are reshaped by lessons learned from the Ukrainian fight against Russia’s unprovoked aggression and are based on accelerated supply of all components belonging to mechanized units. Any new technical assets require a lot of doctrines and manuals to be updated, as well as an intensive training campaign, in order to maintain and improve Romania’s mechanized units’ readiness level.
Furthermore, structural adaptation of the forces will be necessary so that the available capabilities, to be remotely operated either by the staff, or designed structures as appropriate to the equipment’s characteristics (e.g. PIRANHA 5 crew members, MBT, UAS operating teams, etc.). Having this fact in mind, we are focused on fulfilling the NATO standards, such as: Minimum Capabilities Requirements (MCR 20), Target capabilities (TC 21) and Bi-SC Capability codes and capability statements.
Based on the fight powers capabilities pertaining to the new system, new ways of engaging our mechanised units have arisen, not merely during the conflict period but also during the crises or within DDA (Defense and Deterrence Activities) for a better management of our AOR.
Performing C2 (Command and Control) in a very crowded electromagnetic environment, this is more than a priority, it is a necessity at all levels of command throughout squad to brigade level.
Recovery and resupply for a wide range of technical capabilities requires time and should be planned in a manner of maintaining the tempo of operations. Troops actions, supported by firepower from fighting vehicles, should not be jeopardized by lack of ammunitions or spare parts due to a pretty long logistic line.
Eventually, our priorities will include reshaping our mechanized units in accordance with NATO requirements, the development of the major endowment programs and testing within an increased number of multinational exercises with our allies and partners.
Q: With the advent of the Ukrainian War, have there been any changes in operational readiness or tempo for the Romanian Land Forces? Has there been a rethink in terms of strategy and doctrine?
A: Following the war in Ukraine, NATO has adapted its doctrines to achieve an adequate reaction capacity against possible threats from Russia. In accordance with NATO’s DDA concept, this is based on four tenets: Force Organization, Force Management, C2 and Alert System. The Romanian Armed Forces have already adapted its plans and operational readiness in order to enhance the alliance’s ability to respond gradually and firmly to any adversary threats on Romanian territory. Moreover, the Romanian Army will permanently integrate national planning and operational readiness into the NATO future designated structures.
In parallel with these conceptual and operational transformations, Romanian Armed Forces must be permanently prepared for implementing new strategies developed by NATO and maintaining a proactive mindset with the reference to DOTMLPF (Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel and Facilities) requirements.
Q: How can industry better improve armoured vehicle training? Where do you think industry could improve to better suit the needs of the directorate?
Taking into consideration the current security environment, which is full of challenges, industry could improve mostly in providing the advanced infrastructure for training, based on VR (Virtual Reality), AI (Artificial Intelligence) both located in training centers or deployable, and Real Like Assets (using principle Train as you fight). Embedded training systems into the armoured vehicle is also one element that can improve both the training process and related costs. Real simulations using duly recorded systems could be one solution in order to shrink the costs of training.
Being part of the exercise planning staff, industry representatives could identify, along with the users of assets, plenty of issues and figure out solutions for almost all of them, sometimes directly on the spot. A good simulation for indoor/outdoor training for each platoon formation is key to advance during the training, saving the technical platform resources that could be valuable in a complex exercise.
Q: Romania’s military modernization is expected to complement the expanded NATO defensive contingent in Romania, what does this entail for training and doctrine?
A: What we had
Romania has been striving to improve the ability to work with NATO since its first multinational activity under the PfP (Partnership for Peace) umbrella and later as a NATO country. The key element always was “interoperability” at all levels (tactical, operational, strategic) and at all layers: technical, procedural, human and information.
What we do
As a matter of course, keeping up the peace with new environment changes and challenges, we have evolved an entire military system within a very rapid modernization and adaptation based on DOTMLPF requirements. All of them were based on ETEE NATO guidance (NATO Education, Training, Exercises, and Evaluation), multinational contingents deployed programs for south east flank, and involvement in terms of regional defense plans.
What we intend
We are still integrating, at all levels, the proper steps for TOA (Transfer of Authority) between national JFC HQ (Joint Force Command Headquarter) and NATO multinational HQs as MNC SE (Multinational Corps South-East), MND SE (Multinational Division South-East), and MNBDE SE (Multinational Brigade South-East), in order to have an effective transfer of knowledge data base alongside good integration and cooperation of forces in the field.
Q: With Armoured Vehicles Eastern Europe on the horizon, what sort of conversations would provide value to your presence?
A: 1. Mitigation of thermal and electronic footprint is one of the greatest challenges encountered by mechanised troops in this very complex environment.
2. Thermal camouflage, alongside with significant changes for TTP (Tactics, Techniques and Procedures), is necessary for the Mech units needs in future conflicts.
3. A good leverage among cost of production, efficiency, rapid recovery or replacement should be acquired in the near future because these platforms are more costly day by day and barely provided and the counter measures are cheaper and cheaper. n
Delivering highest-qualified, cutting-edge
tech to troops faster
DARPA ASSERT program seeks warfighter access to disruptive performance in tech
Today, troops around the world can leverage troves of data at their fingertips, including at the tactical edge. That access marks an important step forward for warfighter technology, but to maximize decision-making at speed, these data volumes require granular, high-speed processing at their points of collection. High-performance computing relies heavily on internal microelectronics. Going forward, breakthrough performance will be driven by 3D heterogeneously integrated (3DHI) technologies that stack separately manufactured components, containing different semiconductors and materials, within a single package.
Critical applications will involve operating in extreme environments such as space, where components are subject to potentially destructive levels of radiation. With their multiple layers of vertically integrated circuits, complex interconnects, and diversity of materials, 3DHI components present new challenges for radiation testing and qualification.
The Advanced Sources for Single-event Effects Radiation Testing (ASSERT) program is focused on assuring that advanced U.S. microelectronics components can operate in harsh radiation environments with the highest-possible reliability. To facilitate the development of optimally radiation-hardened (rad-hard) components – and to rapidly deliver cutting-edge tech to the warfighter – ASSERT seeks to disrupt the status quo in rad-hard design and qualification by integrating radiation testing throughout the design and development lifecycle.
The space domain’s continued growth affects both U.S. national security and economic interests. ASSERT aims to accelerate the availability of radiation-qualified, state-of-the-art components 10 times faster when compared with current approaches.
“Today it takes on the order of five to 10 years to design, fully qualify, and deploy a rad-hard part. If you think about processors from 10 years ago, they are at least four orders of magnitude behind modern computing performance,” said Dr. David K. Abe, ASSERT program manager. “To speed the time to deployment, the goal is to make radiation testing an integral part of the design, fabrication, and development processes, instead of waiting until the end to do the final testing.”
By developing sources to achieve integration of testing at the factory and lab levels, ASSERT will enable teams to iteratively improve component design and resilience. This is especially significant given emerging technologies, evolving operational conditions, and the long lead times to access the few specialized facilities capable of the heavy-ion testing required to test electronics for high radiation environments.
“This isn’t just about testing; it’s about enabling the warfighter. In terms of the processing and reliability of space-based assets, the disparity is tremendous between what’s available and qualified today and where we need to be. With ASSERT, we’re working to close that gap,” Abe said. “We’ll be able to put advanced electronics into space and onto strategic platforms much faster than we can today – that’s the mission requirement.” n
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